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Preface

Purpose of this Manual

This manual describes the various user-level utilities and interfaces provided with
the PMDF family of products. The intended audience is both users and system managers
who will be using PMDF or any of the layered PMDF products.

Overview of this Manual
This manual consists of nine chapters:

Chapter 1, Sending mail messages, explains how to send mail messages to PMDF
using a variety of the more common user interfaces available for OpenVMS. This is
the chapter to read if you want to learn how to send network mail.

Chapter 2, Receiving Mail Messages, explains briefly how to read mail messages
delivered to you by PMDF.

Chapter 3, Message Filtering, Message Forwarding, and Vacation Notices, describes
the web-based mail filtering facility.

Chapter 4, Password Change Utility, describes the web-based password change
utility.

Chapter 5, The DELIVER Message Delivery System, describes the mail screening
facility, DELIVER.

Chapter 6, Mail Server Commands, explains how to use a PMDF mail server to
subscribe to mailing lists or obtain files made available through the server.

Chapter 7, Pine User Agent, describes the PMDF Pine user agent and IMAP client.

Chapter 8, The PMDF MAIL Utility, describes the PMDF MAIL utility which is an
extended version of VMS MAIL.

Chapter 9, Utilities, describes some of the other PMDF utilities, including PMDF
QM which can be used to examine your queued messages awaiting delivery.

Chapter 10, Notes for POP and IMAP Clients, provides tips for POP or IMAP client
users remotely accessing their mailbox on the PMDF server system.

Xi
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Xii

Availability

PMDF software products are marketed directly to end users in North America, and

either directly or through distributors in other parts of the world depending upon the
location of the end user. Contact Process for ordering information, to include referral to
an authorized distributor where applicable:

Process Software, LLC

959 Concord Street
Framingham, MA 01701 USA
+1 508 879 6994

+1 508 879 0042 (FAX)
sales@process.com

Credits

Significant portions of PMDF Pine and some portions of the POP and IMAP servers

are copyrighted as follows:

Some portions Copyright © 1988 by The Leland Stanford Junior University.
Copyright © 1989-1999 by the University of Washington.

Permission to use, copy, modify, and distribute this software and its documentation
for any purpose and without fee is hereby granted, provided that the above
copyright notices appear in all copies and that both the above copyright notices
and this permission notice appear in supporting documentation, and that the
name of the University of Washington or The Leland Stanford Junior University
not be used in advertising or publicity pertaining to distribution of the software
without specific, written prior permission. This software is made available “as
is”, and THE UNIVERSITY OF WASHINGTON AND THE LELAND STANFORD
JUNIOR UNIVERSITY DISCLAIM ALL WARRANTIES, EXPRESS OR IMPLIED,
WITH REGARD TO THIS SOFTWARE, INCLUDING WITHOUT LIMITATION
ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE, AND IN NO EVENT SHALL THE UNIVERSITY
OF WASHINGTON OR THE LELAND STANFORD JUNIOR UNIVERSITY BE
LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR
ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR
PROFITS, WHETHER IN AN ACTION OF CONTRACT, TORT (INCLUDING
NEGLIGENCE) OR STRICT LIABILITY, ARISING OUT OF OR IN CONNECTION
WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

The PMDF user agent, PMDF MAIL uses two non-commercial, but nonetheless very

high quality, image viewers to display bitmap images. These viewers are XV, written by
John Bradley of the University of Pennsylvania, and Xloadimage, written by Jim Frost
of Saber Software.

XV, Copyright © 1989, 1990, 1991, 1992 by John Bradley.
Xloadimage, Copyright © 1989, 1990, 1991 Jim Frost.

The following notice applies only to the Xloadimage utility provided with PMDEF. It
does not apply to PMDF proper.

Permission to use, copy, modify, distribute, and sell Xloadimage and its documenta-
tion for any purpose is hereby granted without fee, provided that the above copyright
notice appear in all copies and that both that copyright notice and this permission



Preface

notice appear in supporting documentation. The author makes no representations
about the suitability of this software for any purpose. It is provided “as is” without
express or implied warranty.

The following copyright and notice apply to the University of Michigan LDAP
implementation.

Copyright © 1994 Regents of the University of Michigan
All rights reserved

Redistribution and use in source and binary forms are permitted provided that this
notice is preserved and that due credit is given to the University of Michigan at Ann
Arbor. The name of the University cannot be used to endorse or promote products derived
from this software without specific prior written permission. This software is provided
“as is” without express or implied warranty.

The following additional notices apply to PMDF-TLS.
¢ This product includes cryptographic software written by Eric Young (eay@cryptsoft.com).

® This product includes some RSA Data Security, Inc., software.

Xiii






1 Sending mail messages

This chapter focuses primarily on sending mail messages with VMS MAIL and its
equivalents: DECwindows MAIL, callable MAIL, Pathworks MAIL agents, PMDF MAIL,
and Gold-Mail. Throughout this chapter, except where noted, the phrase “VMS MAIL”
is used to refer to VMS MAIL and its equivalents. The notable exceptions to this occur
when specific VMS MAIL commands such as EXTRACT, SEND, or SET FORWARD are
discussed. Discussions concerning particular VMS MAIL commands are relevant only to
VMS MAIL and PMDF MAIL. However, such topics as addressing formats are universal
to all of these VMS MAIL equivalents.

Information on sending mail from ALL-IN-1 IOS and A1IMAIL (MailWorks) with
PMDF-MR, and sending FAXes with PMDF-FAX is also presented in this chapter.

1.1 Sending Mail With VMS MAIL

You should continue to use VMS MAIL like you always have in the past. The only
change in your usage will be how you specify addresses when sending mail to PMDF.
When addressing a message to PMDF, enclose the address in double quotes,! and prefix
the (now quoted) address with IN% as shown below:

| No6 addr ess”

For example,

$ MAIL

MAI L> SEND/ CC

To: i n% j doe@xanpl e. com i n% sbeebe@xanpl e. cont
Cc: i n% m sha@xanpl e. cont

Subj : Ful I noon tonight!

Enter your nessage below. Press CTRL/Z when conplete, or CTRL/C to quit:
There’s a full nmoon tonight. Let’s neet in the back alley and have a
how i ng good tine.

\ Rex

After you have entered the addresses, continue as you normally would; i.e., supply a
subject line, enter the message body, etc. After you end the message with a CTRL/Z, it
will be sent; no other action on your part is required. As usual, if you enter a CTRL/C,
the message send will be aborted.

Note: If you are using PMDF MAIL, then you should omit the IN% prefix and enclosing double
quotes. They are not required.

1 Here, and throughout this manual, double quote refers to the character " and should not be confused with the single quote
character, ’, which is also used as the apostrophe character.

11
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Each address you specify with the IN% prefix must be in “RFC 822 format”. This
format, for those technically inclined, is specified in the document Standard for the
Format of ARPA Internet Text Messages (RFC 822), a copy of which can be found in
the PMDF_ROOT:[DOC.RFC] directory.? Here are some sample addresses, all in RFC
822 format:

i n% j doe@xanpl e. cont'

i n% John the engi neer <jdoe@xanple.conp"
i n% ' JDoe@xanpl e. com <j doe@xanpl e. con>"
i n% j doe@xanpl e. com (j ohn)"

These samples all specify the same address, j doe@xanpl e. com

Warning: Failure to properly terminate any quoting used in VMS MAIL addresses (i.e., omitting

a closing double quote, " ) can cause problems. Some versions of VMS MAIL will go
into an infinite loop if quoting is not properly terminated. More recent versions of VMS
MAIL will signal a fatal error and abort if unbalanced quotes are used. This is strictly
a problem with VMS MAIL and not with PMDF; PMDF is not involved in any way with
this part of VMS MAIL error handling.

PMDF allows multiple, comma-separated RFC 822 addresses inside of a single IN%
construct; for example,

| No6 USERL@YSTEML. EXAMPLE. COM USER2@YSTEM2. ABC. EDU'

While this format saves a certain amount of repetitive typing, it does, however, inhibit
somewhat the transformation logic PMDF uses when trying to correct syntactically illegal
addresses. Furthermore, in the event of an error, the particular address causing the
problem will not be identified, since, owing to limitations of VMS MAIL, error reporting
is done on a per-IN% construct basis.

1.1.1 Quote Character Substitutions

Internet addresses routinely contain the double quote character, ". In order to
represent this character yet satisfy the quoting conventions of VMS MAIL, certain
character substitutions must be made, as shown in Table 1-1. These translations are
necessary in order to allow specifying double quotes inside an address even though they
are not normally allowed inside a VMS MAIL address. Preferred usage when entering
addresses manually is to substitute single quotes for double quotes and \’ for single
quotes. For example:

2 RFC 822, Standard for the Format of ARPA Internet Text Messages, David H. Crocker, 1982

1-2
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IN% "’ tony |i’ @nt. edu” maps to "tony |i"@nt. edu
N\ tonyli\’ @nt.edu" maps to ’'tonyli’ @nc. edu

Table 1-1 Foreign Protocol Address Mapping

Sequence Is Translated To

(double quote)
\’ ' (single quote)
\d " (double quote)
\s ' (single quote)
\D " (double quote)
\S ' (single quote)
\\ \ (backslash)

Alternatively, you might find it convenient to use PMDF MAIL—which requires
no special quoting or character substitutions when entering Internet addresses— when
sending to Internet addresses containing special characters.

1.1.2 Sending Messages From DCL

From DCL, you can use the MAIL command to send a message to a PMDF address,
but be careful to use the proper number of quotes:

$ MAI L/ SUBJECT="subj ect-line" nsgfile.ext "IN¥%"address"""
The existing quotes in | N6 addr ess" have each been repeated, and an extra pair of
quotes surrounding the entire construct added. For example,

$ MAI L/ SUBJECT="Lat est results" DLl:[DATA] EHO11. DAT "I N%% " BOB@EXAMPLE. COM'" "

Note that messages can also be sent from DCL with the PMDF SEND utility; see
Chapter 9.

1.1.3 Sending Messages From Remote DECnet Nodes

If you are not on a system running PMDF, but connected via DECnet to a system
that is, then you can still use PMDF to send mail. Suppose that the system running
PMDF has the DECnet node name NODE. To send mail to PMDF on that system, use
the addressing syntax:3

NODE: : | No6 addr ess”

For example,

3 Note for system managers: The system-wide logical MAIL$SYSTEM_FLAGS must translate to an even number for this
technique to work. When MAIL$SYSTEM_FLAGS translates to an odd value, VMS MAIL will strip off the "NODE::"
portion of the address if NODE is a member of the local cluster. This will then result in an error—error activating
transport IN—when VMS MAIL tries to send to IN%"...".
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$ MAIL

MAI L> SEND

To: NODE: : | N9% j doe@xanpl e. cont’
Subj : Vacci nati on

Enter your nessage below. Press CTRL/Z when conplete, or CTRL/C to quit:
JDoe, phone hone. It’'s tinme for your project status update.

- EEF
[CTRL/ Z]
MAI L>

To simplify things further, you can establish the following logical name definition in
your LOGIN.COM file:

$ DEFINE | N NODE: : | N%o

Then, when you send mail to PMDF, you can use the addressing syntax:

I N:: "address"

1.1.4 Sending Messages From Pathworks MAIL Agents

PMDF fully supports the Pathworks MAIL agents such as PCMAIL and Mail for
Macintosh. PMDF address formats within these programs are the same as they are for
regular VMS MAIL as described previously.

1.1.5 Sending Messages From Callable MAIL

PMDF fully supports the user-callable VMS MAIL interface, commonly referred to
as “callable MAIL”. Applications using this interface need not be installed with privileges
for PMDF to operate correctly.

PMDF address formats within applications that use callable MAIL are the same as
they are for regular VMS MAIL as described previously.

1.1.6 Adding a Signature to Outgoing Messages

With PMDF you can automatically add one or more signature lines to messages
which you send.# These lines can be used to “sign” messages; in them you can provide
addressing information, telephone and FAX numbers, and any other desired text.

4 The facility described here only works when PMDF is running on the computer from which you send your mail messages.
It will not work, for instance, when you send messages from a remote DECnet node as described in Section 1.1.3.
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To add only a single signature line, | i ne, define the logical

$ DEFI NE PMDF_SI GNATURE "1 i ne"

For instance, the definition

$ DEFI NE PVDF_SI GNATURE "Di scl ai mer: Don’t blane ne!"

will cause the signature line “Disclaimer: Don’t blame me!” to be appended to the end of
each message you send with PMDF. This logical name definition should also be added to
your LOGIN.COM command procedure.

To include more than one signature line, create a text file containing the desired
lines and then define the PMDF_SIGNATURE logical as follows:

$ DEFI NE PMDF_SI GNATURE " @i gnature-file"

Here, si gnat ure-fil e is the name of the file containing the signature lines. Be sure
to use a complete file specification. For example, suppose that the signature lines are
stored in the file PMDF_SIGNATURE.TXT which you keep in your login directory. Then
the correct logical definition would be

$ DEFI NE PMDF_SI GNATURE " @YS$LOG N: PVDF_SI GNATURE. TXT"

Again, you should also add this definition to your login procedure.

Note: Signature lines are not attached to messages sent using SEND/FOREIGN. In addition,
signature lines cannot be attached to messages sent by VMS MAIL that do not pass
through PMDF. If a message is sent to a mixture of PMDF addresses and non-PMDF
addresses, only the copies sent via PMDF will have signature information attached.

1.1.7 Forwarding Malil

You can have all of your mail on a particular node or cluster automatically forwarded
to a different mail address. This is done with VMS MAIL’s SET FORWARD command.
For versions of OpenVMS prior to 7.1, use:

MAI'L> SET FORWARD "I N4 "address"""

On OpenVMS 7.1 or later, use:
MAI L> SET FORWARD | N% addr ess™

Here, addr ess is the address to which your mail should be forwarded; that is, your
forwarding address.

Note that if using OpenVMS 7.0 or earlier, the existing quotes in the usual
I N6 addr ess" have each been repeated, and an extra pair of quotes surrounding the
entire construct added. This is mandatory. If you forget to do this, VMS MAIL will not
warn you. Worse yet, you will end up with a nonfunctional forwarding address. So, after
changing your forwarding address, be sure to test for correct behavior by sending a test
message to yourself.
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Here are some sample SET FORWARD commands for systems running OpenVMS
Version 7.0 or earlier:

MAI L> SET FORWARD "i n% "nr ocheck@uppy.farmorg"""

MAI L> SHOW FORWARD

Your mail is being forwarded to | N nrocheck@uppy.farmorg".

MAI L> SET FORWARD "in% "M o the dog <nrocheck@uppy.farmorg>"""

MAI L> SHOW FORWARD

Your mail is being forwarded to I N Mo the dog <nrocheck@uppy. farm org>".
MAI L>

Note that you can also use the DELIVER facility or subaddresses or both to
selectively forward mail which you receive. See Section 2.3.

1.1.8 Sending and Receiving Binary Files

PMDF MAIL's SEND command can be used to send binary files, or any sort of
OpenVMS file (e.g., executables, spread sheets, word processing documents, images,
databases, indexed files, etc.). The commands

$ PMDF MAIL
EMAI L> SEND fil e-spec

will send the file fil e- spec as an e-mail message.® The file will automatically be
encoded into a format suitable for transmission via e-mail.

For example, try sending an executable program to yourself:

$ PVDF MAI L

EMAI L> SEND SYS$SYSTEM ERF. EXE
To: your-address

Subj ect: Test

EMAI L>

Upon reception of such a message, PMDF will automatically decode the message
and deliver it to you. Generally, the resulting message cannot be read directly, but must
instead be extracted to a file with the EXTRACT command.

Continuing with the previous example, here’s how to extract the received message:

EMAI L> DI RECTORY/ NEW

# From Dat e Subj ect
1 BOB@EXAMPLE. COM 16- AUG 2012 Test ©
2 BOB@EXAMPLE. COM 16- AUG 2012 Test

EMAI L> READ 1

From BOB@EXAVPLE. COM
To: BOB@EXAMPLE. COM
Subj ect: Test

%EMAI L- E- FORMBG, you cannot read this foreign format nessage @

Use the EXTRACT conmmand to copy the nessage to an external file

5 From VMS MAIL, use the SEND/FOREIGN command.
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EMAI L> EXTRACT ERF.EXE ©

YEMAI L- | - CREATED, D1:[BOB] ERF. EXE; 1 created
EMAIL> EXIT

$ CHECKSUM | MAGE ERF. EXE ©

file DI1:[BOB] ERF. EXE; 1

i mge section % 2° checksumis % 1658A905’

i mge section %O 3 checksumis % 26021672’

i mge header checksumis %X 3BBE84B7’

checksum of all inage sections is % 305ABF77’
$ CHECKSUM | MAGE SYS$SYSTEM ERF. EXE

file SYS$COMMON: [ SYSEXE] ERF. EXE; 1

i mge section % 2° checksumis 9% 1658A905’

i mge section %' 3 checksumis %X 26021672’

i mge header checksumis %X 3BBE84B7’

checksum of all inage sections is % 305ABF77’
$ ANALYZE/ | MAGE/ OUTPUT=NLAO: DL1:[ BOB] ERF. EXE @
Y%ANALYZE- | - ERRORS, D1:[BOB]ERF.EXE;1 0 errors
$

The following items of note are identified with callouts in the above example:

@ Typically, PMDF delivers foreign messages as two distinct mail messages. The first

mail message is the actual file, in VMS MAIL'’s foreign message format. The second
mail message contains the RFC 822 header associated with the original, encoded
message.

This error message is the error message which VMS MAIL will generate when you
attempt to read a foreign format mail message. You can instead see an error message
such as

YEMAI L- W UNAPLTYPE, unknown application subtype

If you get such a message, just proceed as described below and extract the message
with the EXTRACT command.

Extract the message to a file with the EXTRACT command.

To check that the extracted file has not been corrupted, use the OpenVMS CHECK-
SUM utility to compare the checksum of the extracted file with the original file.

Typically, you will not be able to compare checksums since you will be lacking the
original file. However, in the case of executable programs, you can use the OpenVMS
ANALYZE/IMAGE utility to verify the soundness of the file. If ANALYZE/IMAGE
reports no errors, then the file has probably not been corrupted.

You can even include a note with files you send this way by using the /INSERT

qualifier with PMDF MAIL’s SEND command.
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1.1.9 Header Lines in Messages

PMDF uses two sources of information to construct message headers for messages
it receives from VMS MAIL.® The first is VMS MAIL itself, which provides a To:, From:,
Cc:, and Subject: line, and a list of addressees. The second source of information is
logical names which you can define. The logical names shown in the second column of
Table 1-2 can be defined to create the associated header lines. You do not need to define
all of the logicals shown; only those in which you are interested. These logical names
only work when PMDF is running on the system from which you send your mail. They
will not, for instance, have any effect if your send mail to PMDF from remote DECnet
node as described in Section 1.1.3.

For instance, to add an “Organization: Spacely Sprockets, Inc.” header line to mail
messages which you send, define the PMDF_ORGANIZATION logical with the command

$ DEFI NE PVDF_ORGANI ZATI ON " Spacel y Sprockets, Inc."

1.1.9.1 Date: Header Lines

The Date: line is filled in with the current date and time obtained from the
operating system, along with the time zone specified by the system logical name PMDF _
TIMEZONE. 7 The date and time format used conforms to RFC 822 guidelines.

1.1.9.2 Priority: Header Lines

The contents of the Priority: header are used by PMDF to determine the type
of processing to perform on the message, and when to perform it. The value of the
Priority: header should be one of: “third-class”, “second-class”, “non-urgent”, “normal”,
and “urgent”. The last three of these values are standardized in RFC 1148; the first two

are used only by PMDF.

PMDF processes messages in order according to their priority. That is, messages
marked urgent will be processed before messages marked non-urgent, and so on. In
addition PMDF can be configured to process messages of a given priority or greater
immediately and defer processing of lower priority messages until a periodic job runs.
This behavior is controllable by the system manager.

Messages that are not explicitly marked with their priority are considered to be of
normal priority.

6 A third source is PMDF itself. PMDF constructs some header lines itself such as Date:.

7 If PMDF_TIMEZONE is not defined, PMDF looks first for SYS$LOCALTIME, then for SYS$TIMEZONE_DIFFERENTIAL
and SYS$TIMEZONE_NAME.
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Table 1-2 Header Lines Controlled Via Logical Name Definitions

Header line Logical name Notes
Comments: PMDF_COMMENTS 1,6
Errors-to: PMDF_ERRORS_TO 3,4,6,9
Importance: PMDF_IMPORTANCE 2,6,9
Keywords: PMDF_KEYWORDS 1,6
Organization: PMDF_ORGANIZATION 5,6,9
Priority: PMDF_PRIORITY 2,6,7,9
References: PMDF_REFERENCES 1,6
Reply-to: PMDF_REPLY_TO 5,6
Sensitivity: PMDF_SENSITIVITY 2,6,9
Warnings-to: PMDF_WARNINGS_TO 3,4,6,9
X-FAX-defaults: PMDF_X_FAX_DEFAULTS 6,8,9
X-PS-qualifiers: PMDF_X_PS_QUALIFIERS 6,8,9
Notes

1. Multiple instances of this header line will be generated if there are carriage returns, line feeds,

(4]

© 00 ~NO®

or carriage return line feed pairs in the translation of the associated logical. Each section of the
translation that is delimited by these characters will be placed on a separate header line. Note that
you can usually define such logicals only with a DCL command procedure or a program.

. The Importance:, Priority:, and Sensitivity: header lines are defined in RFC 1148 and are mappings

of the X.400 importance, priority, and sensitivity indication attributes into RFC 822. In order to
retain compatibility with RFC 1148, PMDF_IMPORTANCE should be set only to “low”, “normal”,
or “high”; PMDF_PRIORITY should be set only to “third-class”, “second-class”, “normal”, “non-
urgent”, or “urgent”; and PMDF_SENSITIVITY should be set only to “personal”, “private”, or
“company-confidential”.

. The special address “<>" is interpreted as a request that no error messages (Errors-to: <>) or

warning messages (Warnings-to: <>) be returned. This is useful for postings to large mailing lists
that do not redirect error messages to their own private address. Note that not all mailers support
this interpretation of “<>".

. PMDF not only generates Errors-to: and Warnings-to: header lines, it also uses them when

returning warning and error messages. When returning an error [warning] message an Errors-to:
[Warnings-to:] address is used as the return address of choice. When returning an error message,
if the Errors-to: header line is not present or is illegal, the envelope From: address is used instead.
When returning a warning, if the Warnings-to: header line is not present or is illegal, then the
Errors-to: is used. If that is not present, then the envelope From: address is used.

. The setting of this logical has no effect on messages being forwarded into and directly out of VMS

MAIL.

. See also Section 1.1.9.3.

. See Section 1.1.9.2.

. See Section 1.4.4 and Section 1.4.5.
. Not a standard RFC 822 header line.
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1.1.9.3 Additional Header Line Prompts in VMS MAIL

You can have VMS MAIL prompt you for the contents of any of the header lines
specified in Table 1-2. If any of the logical names of that table are defined and translate
to a string beginning with and ending with a question mark, ?, PMDF will use the string
as a prompt. For each message which is addressed to PMDF, you will be prompted with
this string. Your response to the prompt is then used for the corresponding header line
in the message. For instance, if you define PMDF_PRIORITY and PMDF_SENSITIVITY
as

$ DEFI NE PMDF_PRI ORI TY "?Priority: ?"
$ DEFINE PMDF_SENSITIVITY "?Sensitivity: ?"

then the following prompts will appear when you send a message:

$ MAIL

MAI L> SEND/ CC

To: i N% bob@xanpl e. cont
Subj : Test nessage

Enter your nessage below. Press CTRL/Z when conplete, or CTRL/C to quit:
Test nessage

Priority: non-urgent @
Sensitivity: Private @
MAI L>

Note that from VMS MAIL, the prompts @ and @ appear after the message has been
entered. This is a side effect of the way in which VMS MAIL interoperates with PMDF
and other foreign protocol interfaces. From PMDF MAIL these prompts will appear
before you enter the message.

Prompting is possible only in regular command-oriented VMS MAIL and PMDF
MAIL; it cannot be done from DECwindows MAIL, Gold-Mail, or Pathworks MAIL
agents. PMDF checks to make sure that prompting is possible and will ignore any
requests for prompts in environments which cannot support such operations.

1.1.9.4 User Defined Header Lines

Users might want to add additional headers to outgoing messages from VMS MAIL
that don’t have specific logical names associated with them. PMDF provides a general
mechanism that can be used to add arbitrary sets of headers to outgoing messages.

PMDF translates the logical PMDF_HEADER. If this logical is defined, the result is
used as one line of header text and PMDF proceeds to translate the logicals PMDF_
HEADER_1, PMDF_HEADER_2, PMDF_HEADER_3, and so on. Each logical that
translates provides another line of header text. Translation stops with the first logical
name in this sequence that not defined. Note that these logicals differ from other logicals
that define headers in PMDF in that the header tag as well as the header body must be
provided by the logical; i.e., the translation value of each logical provides both the header
name and the contents of the header line for that header.
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The lines of text that result from this process are essentially treated as a set of
extra message headers. PMDF removes certain headers from this set that users are not
allowed to add to messages: From:, Sender:, Resent-From:, Resent-Sender:, and Date:.
The remaining headers are prepended to the set of headers attached to the message by
other mechanisms.

For example, the logical definitions
PVDF_HEADER " X- Mai l er: PMDF V' ' f$trnl nm(""PVMDF_VERSION'")" "
PVMDF_HEADER 1 " X- Tel ephone: +1 714 555 1212"
would result in the two header lines
X-Mail er: PMDF V6.6
X- Tel ephone: +1 714 555 1212

being added to mail messages which you send.

Standardized headers specified using this mechanism that contain addresses are
rewritten using the regular PMDF rewrite rules; these headers are not exempt from
rewrite processing.

1.1.10

Delivery and Read Receipts

PMDF provides support for delivery receipts (a confirmation message is sent to
you when your message reaches the recipient’s mailbox) and limited support for read
receipts (a confirmation message is sent to you when your message is actually read by
its recipient).

There are two separate issues concerning delivery and read receipts. First, a
mechanism must exist with which to request delivery or read receipts. PMDF provides
this functionality. Secondly, support must exist at the receiving end to recognize a request
for a receipt — a receipt request — and generate the requested receipt. Again, PMDF
provides this functionality. However, other mailers cannot and thus it is not unusual for
receipt requests to be ignored.

You can request a delivery receipt for a specific addressee by including the string

(delivery-receipt)

in the address.? For example, the address specification

| N9 post nast er @xanpl e. com (del i very-receipt)"

requests delivery confirmation on a message to postmaster@example.com.

8 Most mail user agents which support read receipts allow the recipient to block them. This is typically the default; i.e.,

most mail

reading programs will not generate read receipts unless the reader of the message expressly approves them.

9 Strings enclosed in parentheses are RFC 822 comments and won’t otherwise affect the address.
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The string
(read-receipt)
requests a read receipt. It operates in a similar fashion to the delivery receipt mechanism
described above.
If you want to request both a delivery and read receipt, then specify
(delivery-receipt, read-receipt)
When delivering mail with a read receipt request, PMDF will convert the request
into a delivery receipt request when it knows that the mail user agent to which the
mail is being delivered cannot honor a read receipt request. For instance, read receipt

requests on messages delivered to VMS MAIL are converted (demoted) to delivery receipt
requests.

Warning: Never request a receipt of any sort when posting a message to a mailing list. While

Note:

some mailing lists properly block receipt requests, many do not. Should you accidentally
request, for instance, a delivery receipt from a large mailing list, you will end up with
hundreds, if not thousands, of receipts.

The phrases del i very-recei pt and r ead-r ecei pt appearing within the parentheses
are actually configurable. Your system manager might have reconfigured PMDF to use
different phrases.

1.2 Sending Messages With ALL-IN-1 and A1IMAIL

If your site has installed PMDF-MR then you can send messages to PMDF.

If your site is using DEC Mailbus (Message Router), then messages to PMDF from
ALL-IN-1 Electronic Messaging or any of the AIMAIL products should be sent to an
address of the form

user @ost @boxnane
where user @ost is the address of the recipient and nmboxnane specifies the Message

Router mailbox name associated with PMDF, usually PVMDF.2 The following example uses
PMDF to reach the Internet address postmaster@example.com:

post mast er @xanpl e. com@ndf
If PMDF-MR resides on a remote Message Router node called, for instance, DELTA, one
might reach the same Internet address by specifying
post mast er @xanpl e. com@ndf @lel t a
If your site is using PMDF-MR to replace the Transport Service component of DEC

Message Router,” then messages to PMDF from ALL-IN-1 Electronic Messaging or any
of the AIMAIL products can instead be sent using addresses of the form

2 Contact your system manager for specifics.
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user @ost

where user @ost is the address of the recipient. The following example uses PMDF to
reach the Internet address postmaster@example.com:

post mast er @xanpl e. com

Note that the IN% prefix and quoting requirements for PMDF addresses within VMS
MAIL do not apply when specifying PMDF addresses to ALL-IN-1 or AIMAIL.

If delivery receipt or read receipt notifications are desired, simply use the standard
facilities of ALL-IN-1 or A1IMAIL to specify such. Do not use the “(delivery-receipt)”
construct described in Section 1.1.10 with ALL-IN-1 or A1IMAIL. Similarly, message
attachments are specified through the standard facilities of the ALL-IN-1 or AIMAIL
user agents.

1.3 Sending X.400 Mail

If your system has PMDF-X400 or PMDF-MB400 installed, then you might be able
to use it to send mail to X.400 subscribers on other systems. However, be warned that the
information provided here is very general. In practice, the required information which
you must supply to properly identify an X.400 addressee varies considerably from site to
site as well as between X.400 service providers. You might find that you need very specific
information in order to successfully address a message to a given X.400 subscriber (e.g.,
what PRMD and ADMD to specify, whether or not initials are required, whether or not
an organizational unit must be specified, etc.).

For sending mail to local X.400 users, you should consult your system manager or
postmaster to determine the precise addressing conventions which you should use.

Now, PMDF X.400 addresses have the format
N’ /attributel=val uel/attribute2=value2/.../’ @X400-gat eway-donai n"
where X400- gat eway- donmai n is a domain name which was selected by your system
manager when PMDF-X400 was installed. attri butel, attri bute2, ... are any of the
attribute names listed in Table 1-3 and val uel, val ue2, ... are allowed values for the

corresponding attributes. Consult your system manager for the proper domain name to
use for X400- gat eway- donai n.

Table 1-3 X.400 Attribute Names Recognized By PMDF-X400

PMDF-X400 name X.400 attribute

C Country

ADMD Administrative Domain

PRMD Private Domain

(0] Organization

ou Organizational Unit (up to four of these fields are allowed)
S Surname

G Givenname
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Table 1-3 (Cont.) X.400 Attribute Names Recognized By PMDF-X400

PMDF-X400 name X.400 attribute
| Initials
DD.xx Domain Defined Attribute "xx"

Now, assuming that the X400- gat eway- donmai n domain name is x400.example.com,
then a sample X.400 address as entered in VMS MAIL might be

I N6’ / g=CGeor ge/ s=Jet son/ o=Spacel y Sprockets/’ @400. exanpl e. cont

This address specifies the recipient George Jetson of Spacely Sprockets. If you are using
PMDF MAIL, then specify this address as

"/ g=CGeor ge/ s=Jet son/ o=Spacel y Sprockets/" @400. exanpl e. com

The only difference between these two addresses is that the IN%" " wrapper has been
removed and the interior single quotes, ’, changed to double quotes, ".

If any spaces or other special characters from the list of RFC 822 “specials” characters

()<>@, ; :\" .1

appear amongst the attributes or values in the X.400 ORname portion of the address
(the local-part of the address), then the entire local-part of the address must be enclosed
in quotes, ". For instance, in the example above the space in Spacel y Sprocket s has
caused the entire local-part to require quoting.

An additional quoting is required when any of the characters =, $, or / appear in an
attribute value. These characters must be quoted by prefixing each occurrence with a
dollar sign, $. For instance, if “erik mainz a/s” is to be specified with an Organization
attribute, then it must be specified as

/o=erik mainz a$/s
so that the “/” in “a/s” is not confused with the normal use of “/” as an attribute separator.

Note also that X.400 is limited in the characters that are allowed in attribute values
to the characters defined as members of the “printable string” set. Characters that are
used in RFC 822 (Internet) addresses but not allowed by X.400 are specified by multi-
character substitutions in accordance with RFC 2156. These are particularly useful
when X.400 originators need to specify a complete RFC 822 address in a DD. RFC- 822
domain-defined attribute. The substitutions are listed in Table 1-4.

Table 1-4 RFC 2156 Printablestring Character Substitutions ORname in Fields

Desired character X.400 multi-character
@ (a)
% ()
! (b)
" (a)
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Table 1-4 (Cont.) RFC 2156 Printablestring Character Substitutions ORname in
Fields

Desired character X.400 multi-character

— (u)
o
) 0

—~

For example, to specify the RFC 822 address ] doe@xanpl e. comusing the DD.RFC-822
attribute, the “@” must be specified as “(a)”:

DD. RFC- 822 = jdoe(a)exanpl e.com

Note: Since the ( and ) characters delimit comments in RFC 822 addresses, the use of printable
string substitutions imposes the additional requirement that any address containing
them must be enclosed in double-quotes. For example:

"/dd. rfc-822=astro(a)pound. com pr nd=Gay/ adnd=I n/ c=us/ " @400. exanpl e. com

Here, the double quotes are required to prevent the “(a)” from being discarded by the
RFC 822 address processor through which this X.400 address is sent.

1.4 Sending FAXes

If your site has installed the optional PMDF-FAX product then you might be allowed
to send FAXes.

You send a FAX just like you would any other mail message except that you use
one of two special addressing formats. You do not need to supply a cover page; it will
automatically be generated for you.

The special FAX addressing formats may not be required. If you use VMS MAIL,
PMDF MAIL, or DECwindows MAIL, then you can simply specify the address IN%FAX-
FORM (simply FAX-FORM from PMDF MAIL). In response to that address, a pop-up
FAX addressing form will appear. You merely need to fill in the blank labeled "FAX
telephone number", press CTRL/Z, and your FAX address has been constructed for you.
You can fill in some of the other blanks if you want; they specify optional information
which, when supplied, will appear on the cover page of your FAX (e.g., the recipient’s
name, telephone number, address, etc.).

After your FAX has been sent, PMDF-FAX will send you, via e-mail, an acknowl-

edgement. Your system manager could have also configured PMDF-FAX to periodically
send you status reports detailing the status of your FAX.
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1.4.1 Pop-Up Addressing Form

1-16

As described in Section 1.4, the pop-up form is invoked by the special address
IN%FAX-FORM (FAX-FORM from PMDF MAIL). The form is self-explanatory. Fill in
the appropriate fields. Once you have finished entering the addresses, enter CTRL/Z or,
if you are using DECwindows MAIL, click on the form’s SEND button. (Note that from
DECwindows MAIL, the form will not appear until you click on the mail create window’s
SEND button to send your message.)

Normally, you will ignore the last four blank lines on the form (I nitialization
file, Transnit after, Access code, and Al i as nane). However, the last one, Al i as
namne, can be very useful. If you will often be sending FAXes to a certain address, then
you can save that address in your personal alias database which is a phone book of sorts.
To do this, pick a name to associate with the address and then enter that name on the
Al'i as nane line. Then, when you press CTRL/Z (or click on the SEND button), the
address will be saved under that name in your personal alias database. In the future,
you can send FAXes to that address by merely citing the name—there is no need to call
up the form.

For example, suppose the pop-up form appears as shown in Figure 1-1. When you
press CTRL/Z, the message will be sent as a FAX to jdoe, and the address will be saved
under the name MRO-FAX. In the future you can use use the address IN%2MRO-FAX

to send additional FAXes to jdoe. Note that the form will not appear when you specify
IN%MRO-FAX.

Figure 1-1 Saving a FAX Address With the Pop-Up Addressing Form

FAX gat eway address: fax@xanple.com
FAX tel ephone nunber: 1 508 555 1212
Reci pi ent’ s nane: JDoe
Tel ephone nunber: (508) 555-1212
Addr ess: Exampl e Conpany

Initialization file:
Transmt after:
Access code:

Ali as nanme: NMRO FAX

You can also call up FAX addresses stored in your personal alias database with the
pop-up form. Merely enter the name of a stored address on the Al i as nane line and
then press the SELECT or FIND keypad key (FIND ALIAS button of the DECwindows
MAIL pop-up form). The address will then appear in the form. You can then edit it and
resave it under the same or a different name.

See the PMDF DB documentation, Section 9.3, for further information on the
personal alias database. You can even declare, with PMDF DB, addresses which you
save to be public so that other users can use them too, or so that you can use them
yourself from other computers.
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1.4.2 FAX Addressing Formats

As mentioned in the previous section, there are two addressing formats which you
can use to send a FAX. Again, keep in mind that you might not need to learn these
formats: it might be possible for you to use the pop-up FAX addressing forms.

The first addressing format is simply
f ax- nunber @ ax- domai n
where f ax- nunber is the FAX telephone number to dial (e.g., 17145551212), and f ax-
domai n is a special domain name which directs your message to PMDF-FAX. This name
was chosen by your system manager when PMDF-FAX was installed; contact your system

manager to obtain the domain name which you should use. A sample FAX address in
this format is

1- 508-555-1212@ ax. exanpl e. com

“ » e “»

Do not include any characters other than “”, “+”, “.”, and the numerals 0—9 in the
f ax- nunber without also enclosing it in double quotes:

"+1 714 555 1212" @ ax. exanpl e. com
The second format is more elaborate and allows you to specify optional information

which can appear on the cover page. The appearance of a FAX address in this second
format is

"lattributel=val uel/attribute2=value2/.../" @ ax-donain
Some of the legal attributes and associated values are given in Table 1-5.

Table 1-5 PMDF-FAX Addressing Attributes

Attribute name Usage

AFTER Transmit the FAX after the specified time; time must be specified in
OpenVMS’s standard date/time format

AT Recipient's name

AUTH Authorization or access code

COVER Cover page to use

(0] Recipient’s organization or company

ou Recipient’s organizational unit or department

FN Recipient’s FAX telephone number

SETUP Setup file or module to use

SFN Your FAX telephone number

STN Your telephone number

TN Recipient’s telephone number

A sample FAX address in this format is
"/ FN=1- 508- 555- 1212/ AT=M ocheck/ TN=(800) 555-1212/" @ ax. exanpl e. com
The only mandatory attribute is the telephone number for the destination FAX

device, FN. All other information about the recipient is optional. More than one FN
item can appear in a single address; each FAX telephone number so specified will be
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tried until the FAX is successfully transmitted. Also, up to four OU attributes can be
specified.

The time specified with an AFTER attribute must conform to the OpenVMS date-
time specification standards. For instance, “/AFTER=11-NOV-2012 22:00:00” specifies
that the FAX is to be delivered to the specified recipient after 10:00 PM on November 11,
2012.

1.4.3 Sample FAX Addresses

The following are examples of possibly legal FAX addresses as they would be specified
to VMS MAIL or DECwindows MAIL.

I N9§ 1- 508- 555-1212@ ax. exanpl e. cont'

I N9’ / FN=1- 508- 555- 1212/ AT=Sue Beebe/ TN=(508) 555- 1212/’ @ ax. exanpl e. cont’
I N6’ / FN=(508) 555-1212/ AT=John Doe/ O=Exanpl e/’ @ ax. exanpl e. cont

I N’ /O=Party Line/ OUTech Support/FN=8005551212/" @ ax. exanpl e. cont

From PMDF MAIL and other user agents which can accept ordinary RFC 822 style
addresses, these addresses would be specified as follows:

1-508-555-1212@ ax. exanpl e. com

"/ FN=1- 508- 555- 1212/ AT=Sue Beebe/ TN=(508) 555-1212/" @ ax. exanpl e. com
"/ FN=(508) 555-1212/John Doe/ O=Exanpl e/ " @ ax. exanpl e. com

"/ O=Party Line/ O=Tech Support/FN=8005551212/" @ ax. exanpl e. com

The only difference being that the IN%" " wrapper has been removed and interior single

"

quotes, ’, changed to double quotes, ".

1.4.4 Default FAX Attributes

Some of the optional attributes shown in Table 1-5 supply information about you
as opposed to the recipient of your FAX (e.g., AUTH, SFN, STN). To avoid the need to
re-enter that information every time you send a FAX, you can define the PMDF_X_FAX
DEFAULTS logical. Then, every time you send mail with PMDF MAIL, PMDF SEND,
VMS MAIL, or DECwindows MAIL, this logical will be seen and used to construct an
X-FAX-defaults: header line. PMDF-FAX will use this header line to determine default
values for attributes which do not appear explicitly in the FAX addresses presented to it.

The PMDF_X_FAX_DEFAULTS logical should be defined as follows
$ DEFI NE PMDF_X FAX DEFAULTS "/attributel=valuel/.../"

For example, the definition

$ DEFI NE PVDF_X_FAX_DEFAULTS "/ SFN=(714) 555- 1212/ STN=(714) 555-1212/"

will cause /SFN=(714) 555-1212/STN=(714) 555-1212/ to be added to all FAX addresses
which you generate, either by hand or with the pop-up FAX addressing form. If the
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address you supply already has /SFN=... specified, then the default /SFN=... will not be
added. Likewise for the /STN=... default.

See Section 1.1.9 for general information on the use of logical names to specify
message header lines.

1.4.5 Altering the Page Layout

X- PS- qual

When the X-PS-qualifiers: header line is present in a mail message sent to PMDF-
FAX, its content is interpreted as a list of command qualifiers for the PMDF PS utility
and is passed to the PS utility as such when the message body is processed. Only legal
PS command qualifiers can appear in this header line; see the PS utility documentation
for a list of legal qualifiers. For example, the header line

ifiers: /LEFT_MARG N=36/ LANDSCAPE/ COLUMNS=2/ LI NES=50/ CALCULATE

will cause PMDF-FAX to typeset the message with the left margin 36 points wide (1/2
inch) and produce two 50 line columns of text per page at an appropriate font size. The
message will be displayed in “landscape mode” in which the lines of text would run along
the long dimension of the page.

If you use PMDF MAIL, PMDF SEND, VMS MAIL, or DECwindows MAIL, you
can control the contents of the X-PS-qualifiers: header line with the PMDF_X_PS_
QUALIFIERS logical; its translation value at the time the e-mail message is generated
is used to form the contents of that header line. See Section 1.1.9 for general information
on the use of logical names to specify message header lines.

You can use the PMDF PS utility’s /MAIL qualifier to properly set the PMDF_X_
PS_QUALIFIERS process logical. Setting the logical this way ensures that only legal
qualifiers are placed in the X-PS-qualifiers: header line. See the PS utility documentation
in Chapter 9.

1.5 Accessing CCSO, ph, qi, & Gopher Directories

CCSO directories provide a means of looking up mail addresses for other users at
your site.? If your system manager has configured PMDF to use a CCSO directory, then
you can use PMDF’s pop-up CCSO addressing form to look up addresses from within
PMDF MAIL, VMS MAIL, or DECwindows MAIL.®

b CCSO directories are sometimes referred to as ph, gi, or gopher directories. If your site uses an LDAP directory or X.500
directory, then see Section 1.6.

¢ From PMDF MAIL and VMS MAIL, the form only supports VT-style terminals and other terminals supported by the
SMGS$ run-time library.
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1.5.1

Invoking the Form

You invoke the form from within PMDF MAIL by specifying the address PH-FORM
at the To:, Cc:, or Bec: prompt. From within VMS MAIL or DECwindows MAIL specify
the address IN%PH-FORM at the To: or Cc: prompt. Note that from within DECwindows
MAIL, the form will not appear until after you click on the SEND button in the “mail
create” window.

Conventional addresses can be given along with a request to invoke the form; e.g.,
mail sent to the addresses
i N% bob@xanpl e. cont', i n%h-formin% jdoe@xanpl e. cont

will be sent to bob@example.com, jdoe@example.com, and whatever addresses are
selected with the form.

1.5.2 Looking Up Addresses

The pop-up CCSO addressing form is largely self-documenting. Online help can
be obtained using the HELP key or by entering CTRL/G. The cursor keys are used to
move from field to field or within fields; the currently active field is highlighted and a
description of the field shown towards the bottom of the screen.

Use the FIND key to search for a directory entry matching the information supplied
to the form. If any matches are found, a selection menu will be presented from which to
choose the desired match. While in a selection menu, the question mark key, ?, can be
used to request detailed information on the currently highlighted menu entry.

When a selection has been made from the CCSO database, the form constructs an
e-mail address for the selected entry. When you exit the form with CTRL/Z, the e-mail
addresses for any selections you have made will be fed to your user agent and used to
address your mail message.

1.5.3 Changing Your Directory Entry
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From the pop-up form, you can change your directory entry’s e-mail address or
password. First, locate yourself in the directory. Then press the INSERT HERE key or
type CTRL/O. You will be prompted for your directory password. Be sure to supply your
directory password and not your OpenVMS account password. (Contact your directory
manager if you do not know your directory password.) If the password matches that
of your entry, then you can proceed to change your e-mail address, directory password,
or both. You will be prompted for a new e-mail address and a new password. Simply
press ENTER to either of the prompts to avoid changing the associated item. Once the
requested information has been supplied, your entry will be changed.



Sending mail messages
Accessing LDAP or X.500 Directories

1.6 Accessing LDAP or X.500 Directories

LDAP and X.500 directories provide a means of looking up mail addresses for other
users at your site.d If your system manager has configured PMDF to use an LDAP or
X.500 directory, then you can use PMDF’s pop-up LDAP/X.500 addressing form to look
up addresses from within PMDF MAIL or VMS MAIL.®

1.6.1 Invoking the Form

You invoke the form from within PMDF MAIL by specifying the address X500-FORM
at the To:, Cc:, or Bec: prompt. From within VMS MAIL specify the address IN%X500-
FORM at the To: or Cc: prompt.

Conventional addresses can be given along with a request to invoke the form; e.g.,
mail sent to the addresses

i N% sue@t at eu. edu”, i n%500-f orm

will be sent to sue@stateu.edu and whatever addresses are selected with the form.

1.6.2 Operation of the LDAP/X.500 Pop-Up Form

The LDAP/X.500 pop-up form is largely self documenting. Online help can be
obtained using the HELP key or by entering CTRL/G. The cursor keys are used to move
from field to field or within fields; when each field is entered it is highlighted and a
description of the field shown towards the bottom of the screen.

Use the FIND key to search for a directory entry matching the information supplied
with the form. If any matches are found, a selection menu will be presented from which
to choose the desired matches. If the currently selected form field is blank when the
FIND key is pressed then all possible choices for that field will be presented. While in
a selection menu, the question mark key, ?, can be used to request detailed information
on the currently highlighted menu entry.

Note that only the information from the current field and any more general fields will
be considered in the search. Thus, if FIND is entered while the State field—the second
most general field—is highlighted, then only information from the State and Country
field will be used in the directory search. The ordering, from least to most specific, is
Country, State, Locality, Organization, Department, and Name.

4 If your site uses a CCSO, qi, ph, or gopher directory, then see Section 1.5.

¢ From PMDF MAIL and VMS MAIL, the form only supports VT-style terminals and other terminals supported by the
SMGS$ run-time library.
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1.6.3 Changing Your Directory Entry

With the terminal-based form, you can change your directory entry’s e-mail address
or password. First, locate yourself in the directory. Then press the INSERT HERE key
or type CTRL/O. You will be prompted for your directory password. Be sure to supply
your directory password and not your VMS account password. (Contact your directory
manager if you do not know your directory password.) If the password matches that
of your entry, then you can proceed to change your e-mail address, directory password,
or both. You will be prompted for a new e-mail address and a new password. Simply
press ENTER to either of the prompts to avoid changing the associated item. Once the
requested information has been supplied, your entry will be changed.f

1.6.4 Running the Terminal-Based Form as a Standalone Application

The terminal-based LDAP/X.500 pop-up form can be run as a standalone application
by issuing the command

$ PVDF DI RECTORY/ BROASE/ | NTERFACE=CHARACTER_CELL

f Technically speaking, the form binds itself to the LDAP server using the supplied password and the distinguished
name associated with the currently selected directory entry. It then initiates a modify operation for one or both of the
rfc822MailAddress or userPassword attributes of the currently selected entry. The operation will fail if the acl for the
target entry does not permit such changes by the entry itself.
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2 Receiving Mail Messages

Ordinarily, PMDF will deliver your new mail messages to your VMS MAIL mailbox.
There are three common exceptions to this: (1) you use ALL-IN-1 MAIL or AIMAIL, (2)
you have a PMDF MessageStore or PMDF popstore account, or (3) you have your mail
forwarded elsewhere. ALL-IN-1 and AIMAIL users should refer to Section 2.2; PMDF
MessageStore or PMDF popstore users should refer to Chapter 10; and in the case of
forwarding, (3), your mail will be forwarded as per your forwarding instructions (see
Section 1.1.7).

The DELIVER facility, which can be used to automatically screen your incoming mail
messages, is described in Chapter 5.

2.1 Receiving Mail in VMS MAIL

New messages delivered by PMDF to your mailbox can be read with a variety
of programs including PMDF MAIL, Gold-Mail, VMS MAIL, DECwindows MAIL, the
Pathworks MAIL agents, etc. You read these messages as you would any other mail
message; no special action is required. Messages delivered by PMDF will have valid
From addresses and can be replied to with the standard REPLY commands.

2.1.1 Receiving Binary Files

For information on receiving binary files, please consult Section 1.1.8. Also, refer to
the description of PMDF MAIL's EXTRACT command in Chapter 8.

2.1.2 Header Lines in Received Messages

There are a large number of fields which can appear in the header of a message.
These include familiar things like From , To:, Subj ect:, and Return-Path: and
obscure things like Encrypted:, Resent-Message-ID:, and Resent-reply-to:.
VMS MAIL only provides for From:, To:, Cc:, and Subject: information in its message
headers. This leaves PMDF with two choices: either discard header lines that do not
correspond to VMS MAIL header lines, or insert them somewhere in the body of the
message. Neither choice is completely satisfactory — deleting header lines causes the
loss of valuable information but inserting header lines into the message text interferes
with the proper operation of VMS MAIL’s EXTRACT/ NOHEADER command.! PMDF, unless

1 Please note that this is not an issue with PMDF MAIL; PMDF MAIL properly handles the EXTRACT/ NOHEADER
command.

2-1



Receiving Mail Messages
Receiving Mail in VMS MAIL

2-2

configured otherwise by the system manager, uses the latter approach: PMDF preserves
additional header lines by merging them into the text of the message.

The addresses which appear in the VMS MAIL From , To:, and cc: header lines
are not necessarily the same as those which appear in the original message’s header.
The reason for this is that RFC 822 headers can specify several different types of From:,
To:, and Cc: addresses. PMDF has to choose the addresses which best suit VMS MAIL’s
usage of the VMS MAIL From:, To:, and Cc: header lines. The selection criteria used
by PMDF are described below; whether or not PMDF considers Resent- headers when
constructing the VMS MAIL headers is configurable by the system manager. Regardless
of the addresses chosen, each address will be converted from RFC 822 format to VMS
MAIL format (e.g., IN%"address") before being given to VMS MAIL. Doing this allows
REPLY commands in VMS MAIL to work correctly. (Also, “reply-to-all” type commands
such as those in the PathWorks MAI L programs, will work correctly.) Note that when
you use PMDF MAIL, you work with the actual RFC 822 header and not the VMS MAIL
header which is merely a distillation of the RFC 822 header.

From:

For the VM5 MAI L From header line PMDF tries to use the RFC 822 header line from
the original message header that is most likely to contain the address that replies should
be directed to. The headers lines that are uses, in order of decreasing precedence, are:

1. Resent-Reply-To: (if present and PMDF is configured to use Resent- headers)
Resent-From: (if present and PMDF is configured to use Resent- headers)
Reply-To: (if present)

From: (if present)

Resent-Sender: (if present and PMDF is configured to use Resent- headers)
Sender: (if present)

envelope return address (always present)

Noahswn

To:
For the VM5 MAI L To: header line PMDF tries to use the RFC 822 header line from the
original message header that is most likely to indicate who this version of the message
was sent to. The fields that are used, in order of decreasing precedence, are:

1. Resent-To: (if present and PMDF is configured to use Resent- headers)

2. To: (if present)

If neither a Resent - To: or To: header line is present, then the VMS MAIL To: line
will be left blank.

cc:

For the VM5 MAI L cc: header line PMDF tries to use the RFC 822 header line from the
message header that is most likely to indicate who the most recent cc: recipients of the
message were. The fields that are used, in order of decreasing precedence, are:

1. Resent-cc: (if present and PMDF is configured to use Resent- headers)
2. cc: (if present)

If neither a Resent-cc: or cc: header line is present, then the VMS MAIL cc: line
will be left blank.

Subject:
The VMS MAI L Subj ect: line is copied verbatim out of the original RFC 822 message
header. If no Subj ect : line is present, the VM5 MAI L Subj ect : line is left blank.
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2.2 Receiving Messages With ALL-IN-1 and A1MAIL

Messages addressed to ALL-IN-1 or AIMAIL users will be received in the appropriate
ALL-IN-1 or AIMAIL mailbox for that user. Messages received will have valid Fr om
addresses and can be answered with standard ANSVWER or REPLY commands.

2.3 Subaddresses

You can include extra information in your mail address. This extra information
is referred to as “subaddress”. Any material following a plus, +, in your address is
considered to be a subaddress. For instance, t est in the address bob+test@example.com
is a subaddress.

Subaddresses do not in any way hinder your mail from being delivered to you. If
your address is bob@example.com, then messages sent to bob+test@example.com will be
delivered to you just as messages to bob@example.com would be.

So what use are subaddresses? One common use of subaddresses is to track where
mail is coming from. Let us again assume that your mail address is bob@example.com.
Now, if you subscribe to the info-vax mailing list using the address bob+info-vax@example.com,
then mail to you from that list will show that subaddress somewhere in the message
header. Indeed, whenever you get mail addressed to the subaddress info-vax, then you
know that the mail came from that list. You can use this to advantage with mail screen-
ing utilities such as the DELIVER system described in Chapter 5.

If you enter the subaddress into your personal alias database as a public alias then
you can have mail sent to you with that subaddress automatically forwarded. Continuing
with the bob+info-vax example, the PMDF DB commands

db> add i nfo-vax bob@apl esa. exanpl e. com
db> set info-vax public
will cause mail sent to bob+info-vax@example.com to be forwarded to bob@naples.example.com.

The subaddress could have been retained with the command

db> add i nfo-vax bob+i nfo-vax@apl es. exanpl e. com
The PMDF DB utility is described in Section 9.3.

Finally, subaddresses can serve as simple visual cues to inform you about where a
message originated. You can elect to always include a subaddress in your address when
you tell it to other people. It is then possible to figure out where a message came from
just by what subaddress your To: address shows.
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Message Filtering, Message Forwarding, and Vacation
Notices

A common goal is to filter incoming messages, perhaps sending an automatic
response, forwarding the messages to another account, or automatically rejecting or
discarding some based upon material in the messages’ headers or bodies. One way to do
this is via the DELI VER facility discussed in Chapter 5.

If your messages are delivered to the native message store (VMS MAIL mailbox) or to
a PMDF popstore or PMDF MessageStore account, your system administrators may have
chosen to enable another option: PMDF message filtering. If your system administrators
have chosen to enable it, PMDF provides a web-based interface through which you can
specify a vacation notice, specify a forwarding address, and construct and manage your
own message screening rules. These are collectively known as mailbox filters.

3.1 Mailbox Filter File

By default, you have no mailbox filters unless your system administrator has chosen
to set them for you. If mailbox filtering has been enabled for your account, when you
use the web-based interface, a mailbox filter is created for you. Your mailbox filters are
stored in a mailbox filter file. The location of that file is site-configurable. For popstore
and MessageStore accounts, that location is normally in a directory that is not directly
accessible by non-privileged users, and all modifications to your mailbox filters are done
using the web interface. For VMS MAIL mailboxes, the filter file normally is in your
login directory, and therefore accessible by you.

If the mailbox filter file is accessible by you, you may create or modify the filter file
using any text editor. The mailbox filter file is a text file containing commands in the
SIEVE language with some extensions. See the System Manager’s Guide, Chapter 16,
for information about SIEVE.

Warning: If you edit your mailbox filter file manually, you cannot use the web interface any longer.
The web interface can only read filter files it it has written itself. You can use the web
interface to create an initial mailbox filter file, and then edit it manually, but not vice-
versa.

3.1.1 Checking Your Changes

Note: After you have made changes to your mailbox filter file, it is important for you to verify
that it is working correctly, especially if you have edited it manually. If your filter file is
not working, for example if it has a syntax error, your mail delivery could be interrupted.

The easiest way to check your mailbox filter file is to send yourself mail. If your mail
gets to your mailbox successfully, then there is nothing wrong with your filter file.

Your filter file can also be verified by your system administrator using the command:
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$ pmdf test/rewite/filter <your-nail box>

3.2 Web Interface

In order to use the web-based interface for setting up message filters, a vacation
notice, or a forwarding address, you must have a web client and TCP/IP access to the
PMDF system. Your messages must also be delivered to the native message store (VMS
mailbox) on the PMDF system, or to a PMDF popstore or PMDF MessageStore account
on the PMDF system.

The web form asks you for your e-mail address and your password; you need to
provide this information in order to set up or change your mailbox filters.

To connect to the interface with your web browser, you normally open the URL

http://host: 7633/ mai | box_filters/

In place of host, use the actual IP host name of the system running PMDF, on which
your messages are delivered. Your system administrator may have chosen to configure
the web interface port to be a port other than 7633; if so, then you need to specify
that other port number in place of 7633 in the above URL. Check with your system
administrator if you are not sure of the exact URL to use.

Once connected to the introductory web page, links to help and various mailbox
filtering activities may be followed.

3.2.1 Web Interface Features
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The web interface allows you to set up eight distinct message filters: four to identify
messages to always keep, the Accept filters; four to identify messages to always throw
away, the Discard filters. The Accept and Discard filters operate on envelope and
header source addresses, header destination addresses, and phrases or words appearing
in the Subj ect: header line or body of the message. The eight filters are thus known by
the names Accept From Accept To, Accept Subj ect, Accept Body, Di scard From
Di scard To, Di scard Subj ect, and Di scard Body.

The web interface also allows you to set up a forwarding address. When you have
a forwarding address set up, all of your mail that you have decided to keep with your
Accept filters will be sent to that address instead of being delivered to your local account.
Note that the Accept and Discard filters are applied first, and the vacation notice (if any)
is also sent first, before the message is forwarded.

The web interface also allows you to set up a vacation notice. Set up a vacation
notice when you want to send an automatic reply to mail messages that you receive. The
reply notifies the sender that you are on vacation or otherwise away for an extended
period of time and may not respond to your mail until you return. The web interface
allows you to enable or disable the vacation notice feature, to specify the subject and text
that is included in the vacation notice, and to set up some advanced options.
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PMDF keeps a history of which addresses it has sent the vacation notice to, and does
not send another vacation notice to that same address unless

* you change the text or subject of your vacation notice
* you enable the vacation notice feature after it has been disabled
® the number of days that you specify in the web interface has passed

Note that PMDF will not send the vacation notice if it determines that the message
was received through a mailing list.

3.2.2 Example Web Page Displays

The figures below show samples of some of the mailbox filter pages provided by
default with PMDF. Note that different web browsers can display pages a bit differently.
And your PMDF manager might have customized the mailbox filter web pages for your
site.

Figure 3-1 shows a sample Mailbox Filters home page—the first page you will see
when you connect to the mailbox filter URL. This home page has links to other pages
which implement each of the mailbox filters features: Accept filters, Discard filters,
vacation notice, and forwarding address.

For instance, you can click on the "Modify Discard From filter" link displayed on the
mailbox filter home page to move to the Di scar d Fr omfilter page, shown in Figure 3-2.
(If this is the first page you go to from the mailbox filter home page, note that you will
be asked to authenticate yourself before your Di scar d Fr omfilter page will be shown; a
dialogue box will pop up asking you to provide your e-mail address and password.) The
example in Figure 3-2 is for a user who has configured his mailbox filter to reject all
messages from hotmail.com or cyberpromo.com.

As another example, clicking on the "Modify Vacation Notice" link displayed on the
mailbox filter home page moves you to the Vacat i on Not i ce page, shown in Figure 3-3.

Help is available on the various mailbox filtering pages; for instance, clicking on the
Hel p button in the lower right corner of the Di scar d Fr omfilter page will move you to
a help page describing how to use the Di scar d Fr omfilters; an excerpt of that help page
is shown in Figure 3—4.
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Figure 3-1 Mailbox Filter Home Page
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Figure 3-2 Discard From Filter
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Figure 3-3 Vacation Notice
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Figure 3-4 Excerpt of the Discard From Filter Help Page
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4 Password Change Utility

If your system administrators have chosen to enable it, PMDF provides a web-based
interface through which you can change the password on your account. This applies
to all accounts, whether they are native message store (VMS MAIL mailbox) accounts,
or popstore accounts, or MessageStore accounts, or if your username and password is
located elsewhere for example in the PMDF password database.

To use the web-based password change utility, you must have a web client and
TCP/IP access to the PMDF system. To connect to the interface with your web browser,
you normally open the URL:

http://host: 7633/ chng_pwd

In place of host, use the actual IP host name of the system running PMDF. Your
system administrator may have chosen to configure the web interface port to be a port
other than 7633; if so, then you need to specify that other port number in place of 7633
in the above URL. Check with your system administrator if you are not sure of the exact
URL to use.

Once connected to the web page, you must fill in your username and the string that
you want to change your password to. Make sure that you type the new password in
twice, correctly, for verification. When you click on the "Change Password" button, your
web browser will prompt you to enter your username and existing password. Type these
in to authenticate yourself. PMDF will then modify your password as requested.






5 The DELIVER Message Delivery System

DELI VER screens and automatically processes your incoming mail based on guide-
lines that you provide. Different actions can be taken based on a message’s envelope
or header addresses, subject, or content. These actions include delivering the message,
filing the message away, forwarding the message, or even invoking a DCL command pro-
cedure to perform complex processing. Any actions taken occur immediately upon receipt
of each message; you do not need to be logged in at the time a message is received in
order for actions to be taken on your behalf.

DELI VER is modelled after the MAI LDELI VERY facility of the MMDF mail system.
DELI VER is, however, completely distinct from MMDF and the formats of . MAI LDELI V-
ERY files for MMDF and MAI L. DELI VERY files for DELI VER are dissimilar.

5.1 Setting Up DELIVER

$ MAIL

In order to use DELI VER, you must first take two steps:

1. Create a MAIL.DELIVERY file in your default login directory. For security reasons
this file must be located in your default login directory — it cannot be stored
elsewhere. The format of a MAl L. DELI VERY file is described in Section 5.2.1

This first step is all that is required to cause DELI VER to process mail delivered to
you by PMDF. That is, the presence of a MAI L. DELI VERY file is all that is required
to activate DEL| VER for messages you receive via PMDF.

2. Set your mail forwarding address to " | N96 " ~user nane""" (OpenVMS 7.0 or earlier)
or to | N9 ~user nane" (OpenVMS 7.1 or later) where user nane is your username.
See Section 1.1.7 for further information on using the SET FORWARD command.?

This step is required to cause DELI VER to process mail you receive in your VMS
MAIL mailbox by means other than PMDF.

Once these two steps have been taken, DELI VER will be invoked automatically to
handle all mail as it is delivered to you. For example, suppose the user BOB on an
OpenVMS 7.0 system wants to have DELIVER process his incoming messages. BOB
should create a MAI L. DELI VERY file in his login directory and then set his forwarding
address,

MAI L> SET FORWARD "I N% " ~BOB"""
MAI L> EXIT

$

1 Note that the system manager can use the PMDF option MAl L_DEL| VERY_F|I LENAME to change the name of the
MAI L. DELI VERY file. In addition, system managers can also use the PMDF option USE_MAI L_DELI VERY to
completely disable DELI VER

2 The tilde, ~, in the forwarding address is equivalent to a leading underscore as far as VMS MAIL is concerned but will
not avoid DELI VER processing. It does, however, avoid alias processing.
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5.2 MAIL.DELIVERY File format

The VAl L. DELI VERY file controls DELI VER and tells it how to handle each incoming
message. A MAI L. DELI VERY file consists of a series of directives with one directive on
each line of the file. Each directive specifies how a certain kind of message is to be
handled. A particular directive may or may not apply to a given message. An attempt
is made to apply every directive in the MAI L. DELI VERY file to each message, thus more
than one directive may apply to (and more than one action may be the result of) a single
message.

Any line in the file which begins with a semicolon or an exclamation point is
considered to be a comment and is ignored.

A directive line consists of the following items in order from left to right:

l-pattern 2-pattern 3-pattern accept action 1-paraneter 2-paraneter

Items must be delimited by one or more spaces or tabs. Quoted strings (use double
quotes, not single quotes) are allowed as single items; the quotes are removed from the
items as they are read. A double quote can be obtained by using two double quotes with
no space between them. This form of quote handling is consistent with that of OpenVMS
DCL.

The 1- par anet er and 2- par anet er items are both optional and can be omitted if
the action act i on requires no parameters. The first five items are mandatory and must
appear in every directive line.

5.2.1 Directive Applicability

5-2

The 1- pattern, 2-pattern, 3-pattern, and accept items determine whether or
not the directive applies to a particular message. In most cases a string comparison
is performed between the patterns 1-pattern, 2-pattern, and 3-pattern and,
respectively, the From , To: and Subj ect: fields that would be seen in VMS MAIL.
Note that these fields do not correspond exactly to the RFC 822 header lines of the same
name; a complex set of mapping criteria are used to convert the RFC 822 header lines
into VMS MAIL headers. See Section 2.1.2 for a complete description of these criteria.
Moreover, it is possible to rearrange the strings the patterns are compared against in
complex ways using the 1, 2, and 3 actions described in Section 5.2.2.

The comparison is not case sensitive. The usual OpenVMS wildcard characters, *
and % can be used in the patterns. The pattern * will match anything. For partial
matches, the pattern * is used to indicate a field that should be ignored.

The default string comparison operations can optionally be replaced with numeric
comparisons. This is controlled by the second and third characters in the accept item.
If present, both the column values and the comparison strings are converted to integer
values. The match fails if the conversion fails. A single asterisk in the comparison
string disables comparisons for that column completely. Once converted, the accept
item determines the type of comparison:
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> Match if comparison string is greater than the column value.

>=  Match if comparison string is greater than or equal to the column value.
< Match if comparison string is less than the column value.

<= Match if comparison string is less than or equal to the column value.
<> Match if comparison string is not equal to the column value.

= Match if comparison string is equal to the column value.

Once the comparisons, string or numeric, have been performed, the accept item
determines if the directive should be applied to the message. Only the first two characters
of accept are significant at this point. The first character should be one of the following:

A Always apply this directive; ignore the results of the comparisons. Note that this directive
does not count as an applied directive (see the O, B, S, and E actions below).

X Never apply this directive; ignore the results of the comparisons.

TY Apply this directive if the patterns all matched.

F N Apply this directive if the patterns did not all match (i.e. some or all failed).

P Apply this directive if at least one of the patterns matched (i.e. some or all matched). In this
case the pattern * is not treated as a match.

0O, ? Apply this directive if the patterns all matched and no previous directive has been applied
to the message. Directives that used the A accept item don’t count as having been applied.
DELIVER can also be told to forget the fact the some directive has been applied by clearing
the R flag with the R action.

B, Q Apply this directive if a pattern did not match and no previous directive has been applied to
the message. Directives that used the A accept item don’t count as having been applied.

S Apply this directive if at least one pattern matched and no previous directive has been
applied to the message. Directives that used the A accept item don’t count as having been
applied.

E This directive applies if all the patterns matched or no other directive has been applied so

far. Directives that used the A accept item do not count as having been applied.
Any other character is interpreted as an X.

If the second character is an asterisk, *, then the accept item is modified in that
it does not count as an applied directive. This makes it possible for any accept item to
be treated like the A item (which never sets the applied flag).

Directives are tested in the order they appear in the MAI L. DELI VERY file.

For example, suppose JIM@EXAMPLE.COM sends a message to BOB@SAMPLE.COM.
The subject line of the message is “Re: Mooses”. BOB’s MAI L. DELI VERY file contains
the following lines (the function of the last two columns of each line, the acti on and
1- par anet er items, is described later):

"* FRED@AMPLE. COWF" * * TQ

"*J| MAGEXAMPLE. COWF" * * T A JIMLOCG

* * *mposes* T A MOOSE. LOG
* ok O A OTHER. LOG
* * A D

The first directive does not apply since the message is not from FRED@SAMPLE.COM.
The second and third directives both apply since JIM@EXAMPLE.COM is the sender and

5-3



The DELIVER Message Delivery System
MAIL.DELIVERY File format

the subject line contains the string “mooses”. The fourth directive’s patterns all match,
but a preceeding directive has applied, so it does not itself apply. The final directive
applies since it would apply to any message. The result is that three directives apply to
this message, and thus three separate actions are taken in processing the message.

Note that the patterns “*FRED@SAMPLE.COM*” and “*JIM@EXAMPLE.COM*”
are useful since personal name fields and possibly other addresses and source routes
can appear in addresses; (e.g., the address FRED@SAMPLE.COM might actually appear
as “Fred Smith <fred@sample.com>”). Depending on personal name fields for message
handling is not a good idea since some users have a tendency to change personal names
frequently and without warning. The use of the leading and trailing asterisks makes
the pattern match any string that contains the address, regardless of the context of the
address; the result is a MAI L. DELI VERY file which is insensitive to personal names.

If none of the directives in the file are found to apply to and process the message
in some way, the message is just delivered normally. (Note, however, that an empty
MAI L. DELI VERY file by default is considered an error; unless your system manager
has configured DELIVER otherwise, your e-mail messages will not be delivered if you
have an empty MAI L. DELI VERY file.) The effect of having no matching directives (in a
non-empty MAI L. DELI VERY file) is similar to the following directive:

* x % AD

Note that the J, K, L, M, R, S, 1, 2, and 3 actions are not thought of as having
“processed” the message and hence do not block the application of this default.

5.2.2 Actions

The acti on and 1- par anet er items specify what action is taken when a directive
is applied to a message. The first character of acti on specifies what type of action to
take. The legal characters for acti on and what they do are:

A

Append the body (or contents) of the message to a file. The message header is not
included. The 1- par anet er item specifies the file name. The file need not already exist:
if necessary, it will be created. The recipient must have write access to the file, if it
exists, and write access to its directory if it needs to be created; DEL| VER grants the user
no special file access privileges.

B

Same as D but with the message headers appearing at the bottom of any messages
delivered to VMS MAIL. PMDF’s FOLDER utility is used to deliver the mail.

C

Copy the body of the message to a file whose name is 1- par anet er . Write access to the
directory where the file is to be created is required.

D,V
Deliver the message normally to VMS MAIL. 1- par anet er is the name of the folder

the message is to be placed in. If 1- par anet er is omitted the message is placed in the
VMS MAIL's NEWMAIL folder by default. Delivery to VMS MAIL's NEWMAIL is done
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directly by PMDF; delivery to other folders is done using the FOLDER utility. The V
action is identical to the D action; it is retained for compatibility with earlier versions of
DELIVER.

If an additional parameter, 2- par anet er, is specified, then that additional parameter
will be interpreted as the name of the mail file to use in the case of VMS MAIL delivery.
The user’s default mail file and default directory are used if 2- par anet er is not specified.

The following example shows an action that delivers to the NEWVAI L folder in an alternate
mail file:

* "*+gripes*” * T D NEWWAI L GRI PES. MAI

E

Execute the specified command. The DCL command specified by 1- paraneter is
executed. The command is executed in the environment of the recipient’s own
account. Any noninteractive DCL command is valid, including an indirect command
file specification. The DCL symbols shown in Table 5-1 can be used in the command to
facilitate message processing.

Table 5-1 DCL Symbols Available to DELIVER Command Files

Symbol Equivalence value

FROM The message’s From: address (selected as described in Section 5.2.1)
TO The message’s To: address

SUBJECT The message’s Subject:

CC The message’s cc:

QFROM From: with quotes doubled (selected as described in Section 5.2.1)
QQFROM From: with quotes quadrupled (selected as described in Section 5.2.1)
QTO To: with quotes doubled

QQTO To: with quotes quadrupled

QSUBJECT Subject: with quotes doubled

QQSUBJECT Subject: with quotes quadrupled

QcCcC Cc: with quotes doubled

QQcCC Cc: with quotes quadrupled

C1, C2,C3 See S action

QC1, QC2, QC3 See S action

QQC1, QQC2, QQC3 See S action

MESSAGE_FILE

MESSAGE_HEADER

MESSAGE_DELETE

The name of the file containing the body of the message; MESSAGE_
FILE always contains a full file path

The name of the file containing the headers of the message; MESSAGE_

HEADER always contains a full file path

Initially set to “YES”, if this symbol is set to “NO”, no attempt will be
made to delete MESSAGE_FILE and MESSAGE_HEADER after all
actions are complete; the M action sets MESSAGE_DELETE to “NO”

The Q forms are useful if the symbol must be expanded inside a quoted string. The
VESSAGE DELETE flag is useful if MESSAGE FI LE or MESSAGE HEADER (or both) have
to be queued for further processing at a later time, or if one of the actions has already
deleted them.
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F W
Forward the message. The message is forwarded to the address specified by 1-
paraneter.

VMS MAIL is used to send the message. As such, the address specified by 1- par anet er
must be one that VMS MAIL will accept; PMDF addresses will probably require the use
of an | N%construct, for instance. A new message header is added; the original header
is lost. The new header refers to the forwarding user as the message originator.

H

Append the header and the body (or contents) of the message to a file. One blank line
is written between the header and the body. The 1- par anet er item specifies the file
name. The file need not already exist: if necessary, it will be created. The recipient must
have write access to the file, if it exists, and write access to its directory if it needs to be
created; DEL| VER grants the user no special file access privileges.

J

Set the batch queue or a queue parameter used to run the command file produced by
DELI VER. DELI VER uses the queue DELIVER_BATCH by default; if this queue is not
defined or is inaccessible by the message recipient (the owner of the MAI L. DELI VERY
file) the queue SYS$BATCH will be used instead. The J action provides a way to specify
an alternate queue and/or a job parameter. If a single 1- par anmet er is specified it is the
name of the queue. If both 1-paraneter and 2- par anet er are specified the former
gives the name of the job parameter to set and the latter gives the value to set the
parameter to. Currently the only parameters supported are P1 through P8, which set
the corresponding positional job parameter to the string specified in 2- par anet er.

If the queue specified with the J action cannot be used, the DELI VER BATCH queue or
SYS$BATCH queue will be used instead.

K
Save the command file after execution. Normally the command file created on behalf

of the user is deleted automatically after execution. This action, if used, inhibits this
automatic deletion.

L

Save the batch log of the DCL commands executed by DELI VER for each message
processed in the file 1- par anet er in the user’s login directory. This option is useful
for debugging MAI L. DELI VERY files and command scripts. If more than one L action is
triggered only the last one has any effect.

M
Save the message and header files after execution of the batch job. The message and
header files are normally deleted as the last step of processing by the batch job. This

action suppresses automatic deletion of these files; the same effect can be obtained by
setting the MESSAGE_DELETE flag to NO.

o)

Same as D but with the message headers omitted from messages delivered to VMS MAIL.
PMDF’s FOLDER utility is used to deliver the mail.
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P

Forward the message. The message is forwarded to the address specified by 1-
par aneter.

PMDF is used to send the message. As such, the address specified by 1- par anet er
should be a standard RFC 822 style address. The original message header is retained
and supplemented with additional information describing the forwarder as the sender of
the message.

Q

Quit; take no action and abort. If this action is taken DELI VER stops scanning the
MAI L. DELI VERY file at this point. No subsequent directives will apply after this one.
Use this directive with care; it is very easy to lose messages when this action is employed.

R

Reset specified flag or flags. This action examines its first argument one character at a
time and clears any associated flag. Two flags are defined at present. The R flag is set
whenever DELI| VER finds an applicable directive. This flag is tested by the B, O, Q S,
and ? accept items. The A flag is set whenever DELI VER applies some directive that is
thought of as having processed the message.

S

Save the current column strings for pattern matching of columns one, two, and three in
special DCL column variables C1, C2, and C3, respectively. The DCL variables QC1, QC2,
QC3 (quotes doubled), QQCL, QQC2, and QQC3 (quotes quadrupled), are also defined in the
same way as the variables FROM QFROM and QQFROM are defined.

This action makes it possible to save and act upon the results produced by the 1, 2,
and 3 actions in ways that cannot be accommodated by the facilities DELIVER provides
directly.

1,23

Rebuild the strings the DELIVER patterns are matched against. 1 rebuilds the string
1- patt er n is compared with, 2 rebuilds the string 2- pat t er n is compared with, and 3
rebuilds the string 3- patt ern is compared with. 1- par anet er is either the keyword
RESET or an expression that describes the processing to be applied to the message header
to produce the resultant column string. The expression is written in what amounts to a
miniature language specialized for just this purpose.

The expression language is very simple; it consists of tokens that describe either atoms
(in the spirit of RFC 822) or operators. There are only two types of atoms and four
operators.

The simplest form of atom is simply the field-name of a message header. Any
possible message header field-name can be specified, including standardized ones like
VESSAGE- | D, RESENT- FROM and REFERENCES and nonstandard ones like X- VMS- CC,
ORGANI ZATI ON, and FRUI T- OF- THE- DAY. Any field-name can be specified, including
field-names that PMDF does not recognize or use itself.

Two special field-names with special meanings are provided. ENVELOPE- FROMrefers to
the envelope From address (which usually, but not always, appears on the Ret ur n-
pat h: header) and ENVELOPE- TO refers to the envel ope To: address that describes
the current message recipient. The latter envelope information usually appears on one
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of the various recipient headers (To: , Resent - To: , Bcc: , etc.), but can be hard to locate
in some cases or completely missing in other cases.

The presence of such an atom amounts to a request to extract the text from the header
(or possibly headers) that correspond to the specified field-name and use this text as the
column string result. If the specified field-name is not used in the message header the
atom extracts an empty or null string.

The other sort of atom is simply a quoted string. Single quotes are used instead of double
quotes since double quotes usually surround the entire 1- par anet er. The contents of
the quoted string are used as the column string. This atom is not useful by itself; it is
designed to be used in conjunction with other atoms and operators.

The most straightforward operator is concatenation. Two or more atoms appearing side
by side (with only spaces and/or tabs in between) are concatenated to form a composite
result.

A comma acts as a special form of concatenation. The expressions on either side are
evaluated and concatenated. If the expressions on both sides of the comma produce non-
null results, then a comma-space sequence is inserted between them. The comma-space
is not inserted if either side produces only an empty string as a result.

A forward slash, /, acts as a form of alternation. It will “return” the result of the
evaluation of the left hand side if it is not empty, and the result of the right hand side if
the left hand side result is null. (The similarity of these operators to those used in RFC
822 is not coincidental.)

An asterisk, *, is used as a special modifier to any expression. When it precedes an
expression, it requests that the evaluation of any field-name atom return all header
lines with the specified field-name concatenated together, rather than simply the first
such line. A quoted string atom can be specified directly after the asterisk, and if such
a string is specified it is inserted between any concatenated header lines.

Finally, the various operators bind differently. Asterisk binds the tightest (similar to
exponentiation in regular mathematical expressions), followed by concatenation, and
finally alternation. Parentheses can be used to alter the binding order as needed.

Here are a few examples of 1- par anet er expressions:

A 1 "MESSAGE-| D, RESENT- MESSAGE- | D, ALTERNATE- MESSAGE- | D

The Message- | d: , Resent - Message- | d: , and the (nonstandard) Al t er nat e- Message-
| d: headers are concatenated with commas inserted between them.

A 1 " (RESENT- TO, RESENT- CC, RESENT- BCC) / ( TO, CC, BCC) / ENVELOPE- TO'

The various Resent- recipient headers are concatenated, and if none of them exist the

regular set of recipient headers are used instead. If these in turn don’t exist the envelope
To: address is used (presumably as a last resort).

Al"* ' ' RECElI VED'
All of the Received: headers are concatenated into a single string separated by spaces.

Considerably more complex expressions can be built as the need arises.
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The keyword RESET restores the original value of the corresponding column. This would
be used after another 1, 2, or 3 directive has modified the string. It is used for example
as follows:

* * * A1 RESET

5.2.3 Example

For example, suppose that BOB@SAMPLE.COM sends JIM@EXAMPLE.COM a
message. JIM@EXAMPLE.COM has the following (rather complex) MAI L. DELI VERY

file:
I Messages with subject "Loopback" are returned to sender
"*J| M@EXAMPLE. COW " * "Loopback" T D

* "Loopback"™ O F """’ FSELEMENT(O,"" "", QFROM " """
* "Loopback" T Q

Al'l other nmessages are |ogged
¥ A E @QOGALL. cov

R i

Just | og nessages from TERRY@ Sl . COM

*TERRY@ SI . COWF" *ox TQ

! Just | og archive nessages fron1nyse|f

"*J| MAGEXAMPLE. COW " * "Archives" T Q

! Save nessages from B(]B@TATEU COMin a special file
" * BOB@SAMPLE. COVF" T A BOB. LOG

! Then deliver anything that gets this far

* A D

JIM@EXAMPLE.COM’s LOGALL.COM contains the following commands:

$ from == "From " + from
$to == "To: "+ to

$ subj ect == "Subject: " + subject
$ open/ append/ error=make_one x nessage. | og
$ next:

$wite x '

$ wite x from

$ wite x to

$ wite x subject

$wite x ""

$ close x

$ append 'nessage_file’ nmessage.log
$ exit

$ !

$ nmake_one:

$ create nessage. | og

$ open/ append x nessage. | og

$ goto next

Note that a similar effect could be achieved by substituting
* *ox A H MESSACE. LOG

for

* *ox A E @QOGALL. cov

but would log the entire header rather than a few selected lines.
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If the subject line of BOB@SAMPLE.COM’s message is not the string “Loopback”,
the message will be logged with a header in the file MESSAGE.LOG (located in
JIM@EXAMPLE.COM’s SYS$LOGIN directory), appended to the file BOB.LOG without
any header and delivered to JIM@EXAMPLE.COM’s NEWWVAI L folder. If subject line is the
string “Loopback”, JIM@EXAMPLE.COM’s MAI L. DELI VERY file will bounce the message
right back to BOB@.SAMPLE.COM.

The FSELEMENT DCL lexical function is used in this example to eliminate the personal
name field from the address, if one is present. Care must be taken to deal with personal
name fields attached to VMS MAIL addresses in a proper manner. The approach of using
F$ELEMENT is simple and usually very effective; note that it can fail if the address part
of the VMS MAIL header line contains spaces.

As another example, if TERRY@ISI.COM sends a message to JIM@EXAMPLE.COM,
the message is logged only in JIM@EXAMPLE.COM’s MESSAGE.LOG file;
JIM@EXAMPLE.COM never receives any notification that the message arrived. Appar-
ently, TERRY@ISI.COM never says anything of importance to JIM@EXAMPLE.COM.

It is clear that the ability to execute an arbitrary set of DCL commands in response to
a message is a very powerful tool. It must, however, be used with care, since processing
is initiated whenever a message is received and operates in a completely unattended
environment.

5.2.4 Summary of Directives and Actions
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Tables 5-2 and 5-3 summarize the directive applicability codes and actions.

Table 5-2 Summary of DELIVER Directive Applicability

Accept

Code Directive applicability

A Directive always applies

B, Q Directive only applies if one or more patterns failed to match and no previous directives,
except for A, have applied

E Directive only applies if all patterns matched or no previous directives, except for A, have
applied

F, N Directive only applies if one or more patterns failed to match

0O, ? Directive only applies if all patterns matched and no previous directives, except for A, have
applied

P Directive only applies if one or more patterns matched

S Directive only applies if one or more patterns matched and no previous directives, except
for A, have applied

TY Directive only applies if all patterns matched

X Directive never applies
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Table 5-3 Summary of DELIVER Actions

Action

Code Parameters Action taken

A filename Append the message body to the specified file

B folder, Same as D but with the message header appearing at the end of the
filename message

C filename Copy the message body to the specified file

D,V folder, Deliver the message to the specified folder in the specified mail file; if
filename filename not supplied then the default mail file is used
command Execute the specified DCL command

F W address Forward the message with VMS MAIL to the specified address
filename Append the message, header and body, to the specified file

J queue Run the DELIVER batch job in the specified batch queue

K — Retain the DELIVER processing command file; do not delete it after

DELIVER is done running
L filename Log DELIVER batch job processing to the specified log file
M filename Retain message header and message body files; do not delete them after
DELIVER has finished running

(@) folder, Same as D but with the message header omitted
filename

P address Forward the message with PMDF SEND to the specified address

Q — Quit immediately; execute no actions

R — Reset specified flags

S — Save as DCL symbols the pattern matching strings

1,2,3 — Rebuild the strings used for pattern matching

5.3 Operation

As it delivers messages to local users PMDF checks to see if the user has a
MAI L. DELI VERY file in their default login directory. DELI VER is invoked if this file
exists. DELI VER takes the following steps:

1. DELI VERreads and parses the MAI L. DELI VERY file.

By default the message is returned to the sender if any errors occur during the read-
ing and parsing of the MAI L. DELI VERY file. Note that an empty MAIL.DELIVERY
file is considered an error.

The system administrator can configure DELIVER to change this behavior. If the log-
ical name PVDF_| GNORE_MAI L_DELI VERY_ERRORS is defined /SYSTEM/EXECUTIVE,
any errors in the MAI L. DELI VERY file (including an empty file) are ignored. The mail
is delivered normally to the user’s NEWMAIL folder as if the MAI L. DELI VERY file
did not exist.

2. DELI VER writes the headers of the message to a temporary file in the recipient’s
home directory.
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Operation

3. DELI VER writes the body of the message to a temporary file in the recipient’s home
directory.

4. A command file is constructed to complete the delivery process. This file is also
created in the recipient’s home directory. The directives previously read from the
MAI L. DELI VERY file are compared with the message. Any directives that match will
cause commands to be written to the command file that implements the requested
action.

5. After the list of directives is exhausted DELI| VER checks to see that at least one
directive caused an action to be taken. If none did, DELI VER writes to the command
file a default action command to deliver the message normally. Commands to delete
the message file (unless the MESSAGE DELETE flag is set to NOby one of the actions)
and the command file itself are written to the command file and the command file is
closed.

6. The command file is queued to the batch queue specified by the MAI L. DELI VERY file
for processing. If the MAI L. DELI VERY files not specify a queue, the DELI VER BATCH
queue will be tried, and if that fails the queue SYS$BATCH will be used. The file is
queued so that it will execute just as if the recipient had submitted it for processing
from his or her own account. Once the command file is submitted DEL| VER tidies up,
deallocating any storage allocated for directive lists, and returns control to PMDF.

DELI VER does not bother to create the batch job if there’s no work for it to do.

7. DELI VERpasses responsibility for delivery back to PMDF if it was asked to deliver the
message to the user’s NEWVAI L folder and the requested handling of headers matches
the the handling specified by the local channel. This does not preclude other actions
using the message in other ways.

5.4 Subaddresses
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Subaddresses provide a convenient handle for screening e-mail messages with
DELIVER. For a general discussion of subaddresses, refer to Section 2.3.

To screen mail based upon a subaddress, you must use a 1, 2, or 3 action to obtain
the envelope To: address associated with the mail message being delivered to you. You
cannot use headers since there is no requirement that your address has to appear in the
header of messages you receive, either with or without the subaddress. For instance, to
detect the subaddress "junk-mail", use the directives

* % * T 2 "ENVELOPE-TO'
* "*4junk-mai |l *" * T D WASTEBASKET

The first of these two directives tells DELI VER to use the envelope To: address for 2-
patt er n. The second directive then causes any messages with +junk-mail appearing in
the envelope To: address to be filed to your WASTEBASKET folder.
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5.5 Limitations

There are no known bugs in PMDF’s DELI VER subsystem at this time. However,

there are a few minor nuisances which users should be aware of:

1.

It is difficult to debug MAI L. DELI VERY files since there is no way to watch deliver
process the file except by enabling debug code in DELI VER (which is not an option
normal users can exercise). However, the L action can be used to create a log file
of the DCL commands DELI VER executes on behalf of the user when processing a
message:

A L DELI VER LOG

Log commands executed in a file unconditionally
* *
* * A E @O _SOVETHI NG COM

!
*
*

Such log files are always placed in the user’s home directory. Also note that output
from command files invoked by DELI VER can be captured in a file by using the
/ QUTPUT qualifier:

! Execute a conmand file with | ogging
* x * A E @O _SOVETH NG. COM OUTPUT=DO_SOVETHI NG. LOG

DELI VER does watch for users sending messages to themselves and then tries
to be somewhat more informative than is usual about any errors it finds in
MAI L. DELI VERY files.

Much of the line and symbol processing done by DELI VER uses 252 character buffers.
In particular, parameters in MAl L. DELI VERY files are limited to a maximum of 252
characters each. Most lines processed by DELI VER are limited to PMDF’s usual 1024
character maximum. Lines output to command files are a special case; DELI VER
must respect DCL’s builtin 256-character line length limit. This might impose even
more severe restrictions on symbol assignments and other commands than DELI VER
does.

DELI VER silently truncates lines rather than complaining about line lengths.
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6 Mail Server Commands

PMDF provides a combined mail and list server, referred to in this document as a
“mail server”. Mail servers are used to distribute files via e-mail and allow users to
subscribe or unsubscribe from mailing lists. If your system manager has configured a
mail server at your site, then you can query the server via e-mail to determine what files
and mailing lists are available.

6.1 Sending Commands to the Server
Commands directed to a mail server take the form of a mail message addressed to
mai | serv@ai | - server - host
where mai | - server - host is the host name of the machine running the mail server. You

need to obtain this name from your system manager. The text of the message contains
mail server commands, one command per line.

For example, suppose the address of a mail server is mailserv@example.com. To
obtain a help message from the server as well as a list of the available files and mailing
lists, you would send a message much like the one shown in Example 6-1.1

Example 6-1 Sending Commands to a Mail Server

$ MAIL

MAI L> SEND

To: i n% mai | serv@xanpl e. cont

Subj :

Enter your nessage below. Press CTRL/Z when conplete, CTRL/Cto quit:
HELP

I NDEX

LI STS

MAIL> EXIT

$

After a short while, you will receive back three messages from the mail server: the
first message in response to the HELP command, the second in response to the INDEX
command, and the third in response to the LISTS command. If your command
specifications are in error, then the mail server will send you an error notification.

1 Note that PMDF mail servers, and many others too, ignore the Subject: line in messages sent to the server. Do not
attempt to place commands in the Subject: line; they will be ignored.
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Sending Commands to the Server

Typically, mail from the mail server will have a reply address which differs from
the address you use to send commands to it. This is intentional and is done to prevent
potential mail loops. One consequence of this is that you cannot direct further commands
to the server by replying to messages from it. You must always initiate a new message
with the send command; you cannot use the reply command.

A brief description of the available commands is given in Table 6-1; complete
descriptions begin in Section 6.2. Lines beginning with an exclamation point, !, are
interpreted as comment lines.

Table 6-1 Summary of Mail and List Server Commands

Command Description

CONFIRM Confirm a command from a previous message
DIRECTORY Obtain directory listing of available files
DIRECTORY/LIST Obtain directory listing of available mailing lists
ENCODING Set default file transmission encoding

END Terminate processing, accept no additional commands

EXIT (see END)
FINISH (see END)
HELP

INDEX

LISTS

MAXIMUM

MODE
PURGE/LIST?

QUIT (see END)
SEND
SEND/LIST!

SEND/LIST/ICOMMENTS

(see SEND/LIST) *

SEND/LIST/NOCOMMENTS

(see SEND/LIST) *
STOP (see END)
SUBSCRIBE
UNSUBSCRIBE

Same as END

Same as END

Retrieve the server-specific help information
Retrieve the index of available files
Retrieve the index of available mailing lists

Set maximum message size; large messages will be divided into several
messages, each smaller than this size

Set the default file reading mode

Purge comment lines (such as unsubscribed addresses) from the
membership list

Same as END
Retrieve the specified files
Retrieve the membership list for a given mailing list

Retrieve the membership list for a given mailing list, including members’
RFC 822 comment fields

Retrieve the membership list for a given mailing list, stripping members’
RFC 822 comment fields

Same as END
Subscribe to a mailing list
Unsubscribe from a mailing list

1Use of this command is generally restricted to authorized users.
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6.2 Available Commands

The remainder of this chapter documents the available mail server commands.
Please note that these commands are those accepted by the PMDF mail server. Other
implementations of mail servers exist, notably the BITNET list servers. While there is
a fair amount of commonality amongst the commands accepted by many of the different
mail servers, differences also exist. Do not expect these commands to work with other
mail servers and do not expect other mail server commands to work with PMDF mail
servers. When you are unsure of what sort of mail server you are dealing with, the first
order of business should be obtaining help information for that server. Often this can be
done by sending the command HELP to the server.
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CONFIRM

CONFIRM

Confirm a command from a previous message.

SYNTAX CONFIRM cookie
PARAMETERS

cookie

Required cookie string to confirm the command.
DESCRIPTION

The CONFIRM command is used to confirm for MAILSERYV the execution of
a command from a previous message.

That is, for security your system administrators might have configured
MAILSERYV to require confirmation of certain commands. If you receive a message
from MAILSERYV saying that you need to send a

CONFI RM cooki e-string

message back to MAILSERYV in order for it to perform some particular command
you previously requested, then if you want that command executed you must send
back exactly

CONFI RM cooki e-string

where cooki e- st ring is the exact string MAILSERYV tells you to send for that
command.

Note that you should send a new message back to MAILSERV containing
the required CONFIRM command, rather than simply resending or bouncing
MAILSERV’s own message back to MAILSERV (to ensure that you hear about
any errors in processing your CONFIRM command).

Note that if you receive a message from MAILSERYV talking about confirming
a command that you did not send yourself, then that might mean that someone is
attempting masquerade as you in e-mail and you might want to take this up with
your system administrators.

ERROR MESSAGES

%VAI LSERV- F- NOCOCKI E, There is no confirmation-pendi ng conmand | abel | ed

There was no command corresponding to such a cookie string awaiting confirmation.
Check that you entered the cookie correctly.
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DIRECTORY

Obtain a directory listing of the available files.

SYNTAX DIRECTORY [file-spec]
PARAMETERS
file-spec
Optional file name specification indicating which files to obtain a directory listing
of. All OpenVMS file and directory wild cards are supported. A directory
specification can be used; no device name or root directory specification is allowed.
DESCRIPTION

The DIRECTORY command provides a directory listing of the available files.
The listing is returned to you as a mail message.

The file-spec parameter is optional and, if omitted, defaults to “*”. If you are
unsure of what to use, omit the parameter and send simply the command

DI RECTORY

This will provide you with a list of the files and directories in the top-level directory
of the mail server. You can then this information to refine your queries; e.g.,
investigate the contents of an intriguing directory,

DI RECTORY [ GAMES. . . ]

ERROR MESSAGES

oAl LSERV- W NOFI LES, no fil es found

The supplied file specification does not match any available files.

o%VAlI LSERV- F- NOFI LESERV, file service is not enabl ed

The mail server is not configured to operate as a file server.

%VAI LSERV- WWRI TEERR, file witing error

An error occurred while the server was producing your directory listing. Try resending
the command at a later time.
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DIRECTORY/LIST

Obtain a listing of the available mailing lists.

SYNTAX DIRECTORY/LIST [list-spec]

PARAMETERS
list-spec
Optional mailing list specification indicating which mailing lists to obtain a listing
of. OpenVMS wild cards are supported.

DESCRIPTION

The DIRECTORY command provides a listing of the available mailing lists.

The list-spec parameter is optional and, if omitted, defaults to “*”. Generally,
there is no need to use this parameter unless you are interested in a specific
mailing list. For instance, if you merely want to know if there is a mailing list
about zeugmes, you might use the command

DI RECTCRY/ LI ST * ZEUGVE*

This will provide you with the names of any mailing lists which contain the phrase
“zeugme” in them. Note that just because a mailing list is available does not
necessarily mean that you can subscribe to it. The site might have established
restrictions governing who can or cannot subscribe to some or all mailing lists.

ERROR MESSAGES

o%VAlI LSERV- W NCLI STS, no lists found

The supplied mailing list specification does not match any available mailing lists.

%VAI LSERV- F- NOVAI LLI ST, mailing lists are not enabl ed

The mail server is not configured to operate as a list server.

%VAlI LSERV- WWRI TEERR, file witing error

An error occurred while the server was producing your listing of mailing lists. Try
resending the command at a later time.
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ENCODING

Specify the file encoding to use.

SYNTAX ENCODING encoding

PARAMETERS
encoding
Required parameter specifying the file encoding to use. The available encod-
ings are: 8BIT, 7BIT, BASE32, BASE64, CBASE64 (gzip compressed BASE64),
BASES85, BINHEX (encoding only, not the BINHEX file format), BTOA, HEX-
ADECIMAL, PATHWORKS, QUOTED_PRINTABLE, UUENCODE, and CUUEN-
CODE (gzip compressed UUENCODE).

DESCRIPTION

Binary files cannot be transmitted directly as electronic mail; they must first
be encoded into a “printable” format. This, of course, means that they must be
decoded upon receipt. The ENCODING command is used to specify the encoding
to be applied to files requested with the SEND command. When selecting an
encoding, be sure to select an encoding which you can decode. If your mail is
handled by PMDF, then you can decode any of the encodings offered by PMDF
mail servers.

The encoding specified with the ENCODING command applies to all subse-
quent SEND commands in the same message. It can be overridden with a sub-
sequent ENCODING command or, on a per command, basis with the SEND com-
mand’s /ENCODING qualifier. And, of course, encodings established in previous
messages sent to the server have no effect on subsequent messages which you
might send.

The BASE64 and QUOTED_PRINTABLE encodings are described in RFC
2045 (MIME, Part One). The HEXADECIMAL encoding is a simple hexadecimal
encoding of the data. The data is encoded in 8 bit byte order. Each 8 bit byte is
represented with two characters; the first character describes the high four bits and
the second describes the low four bits. The UUENCODE encoding is compatible
with the popular UUENCODE and UUDECODE utilities.

BASEG64 is usually the best encoding to use: it is most likely to survive
any mangling that might occur as the mail message works its way through the
networks to you (e.g., line wrapping, character set translation, space stripping,
etc.).
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EXAMPLES

The commands,

ENCODI NG BASE64
MODE BLOCK

SEND [. G F] BOATS*. G F

SEND/ MODE=TEXT [ G F] | NDEX. TXT

set the default encoding to BASE64 and the default file reading mode to BLOCK. Any
files matching the specification [GIFIBOATS*.GIF will be sent using these defaults.
However, the file [GIFIINDEX.TXT will be sent as an ordinary text file owing to the
use of the /MODE=TEXT qualifier.

ERROR MESSAGES
%VAI LSERV- W I NSFPRM i ssi ng conmand par aneters

You failed to supply the name of the encoding to use. Resend the command with a valid
encoding name specified.

%VAI LSERV- W | VKEYW unr ecogni zed keyword - check validity and spelling

You specified an unknown encoding. Resend the command with a valid encoding name
specified.
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END

Terminates command processing.
SYNTAX END
DESCRIPTION

The END command and its synonyms EXIT, FINISH, QUIT, and STOP all
cause MAILSERV command processing to be terminated. The remainder of the
message is discarded without any additional processing.
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HELP

Obtain help on using the mail server.

SYNTAX HELP

DESCRIPTION

The HELP command returns a description of the commands recognized by the
mail server.

ERROR MESSAGES
%VAI LSERV- F- HLPNOTAVA, Hel p for server is presently unavail able

No help information is currently available. This may or may not be a temporary
condition.

%VAlI LSERV- W MAXPARM t oo many paraneters

You supplied a parameter after the HELP command. The HELP command does not
accept any parameters (e.g., does not take a “topic” parameter).
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INDEX

Obtain an index of the available files.

SYNTAX INDEX

DESCRIPTION

The INDEX command returns an index describing the files that the mail server
can provide with the SEND command. This description might not give the names of
each and every available file; for such information use the DIRECTORY command.
The index is, typically, a simple description of some of the available files and,
perhaps, a description of each of the top-level directories.

ERROR MESSAGES
%VAI LSERV- F- | NDNOTAVA, | ndex for server is presently unavail abl e

No file index information is currently available. This may or may not be a temporary
condition. Try using the DIRECTORY command in the meantime.

%Al LSERV- W MAXPARM t o0 many paraneters

You supplied a parameter after the INDEX command. The INDEX command does not
accept any parameters. Resend the command without any parameters.
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LISTS

Obtain an index of the available mailing lists.

SYNTAX LISTS

DESCRIPTION

The LISTS command returns an index describing the mailing lists that the
mail server handles. This description might not give the names of each and every
available mailing list; for such information use the DIRECTORY/LIST command.
The index is, more often than not, a simple description of the mailing lists handled
by the server. It might also describe any policies associated with the lists (e.g.,
who can subscribe, how to post to the list, etc.).

ERROR MESSAGES
%VAI LSERV- F- LSTNOTAVA, I ndex of lists is presently unavail abl e

No mailing list index information is currently available. This may or may not be a
temporary condition. Try using the DIRECTORY/LIST command in the meantime.

%VAI LSERV- F- NOVAI LLI ST, mailing lists are not enabl ed
The mail server is not configured to operate as a list server.
%Al LSERV- W MAXPARM t o0 many paraneters

You supplied a parameter after the LISTS command. The LISTS command does not
accept any parameters. Resend the command without specifying any parameter.
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MAXIMUM

Set the maximum message size; larger messages will be split into several smaller
messages.

SYNTAX MAXIMUM  size-units size-value

PARAMETERS
size-units
Required parameter specifying the units in which the size-value is expressed.
The possible units are BYTES, BLOCKS, and LINES.
size-value
Required parameter specifying the limiting value. This must be an integer value
which exceeds zero.

DESCRIPTION

Many gateways impose a limit on the maximum size message they will process.
Because the mail server is often called upon to transmit large files it frequently
can run afoul of such limitations.

The MAXIMUM command provides a way around such limitations. When a
maximum size is set, messages larger than that size will be fragmented (split)
into multiple messages, each message no larger than the specified maximum size.
The fragmentation scheme is compliant with the message/partial type described
in RFC 2046 (MIME, Part Two).2

The possible values for size-units are:

BYTES size-value specifies the maximum number of bytes allowed in a single message.
This value includes the initial header attached to the message. (Note that the
header can increase in size through the addition of header lines during routing.)

BLOCKS size-value specifies the maximum number of “blocks” of bytes allowed in a
single message. The size of a block is a PMDF configuration option controlled
by the system manager with the PMDF BLOCK_SIZE option; its default value is
1024 bytes. As with BYTES, this value includes the initial header attached to the
message.

LINES size-value specifies the maximum number of lines allowed in a single message.
This limit is independent of the number of bytes or blocks. It is necessary to have
an independent limit because some gateways limit message size based on both
line count as well as overall size.

2 PMDF systems provide facilities for automatically reassembling messages from their fragmented parts. Other mail systems
that are MIME-compliant might provide similar facilities as well.
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The limits specified with the MAXIMUM command apply to all subsequent
SEND commands in the same message. The imposed limits can be overridden
with a subsequent MAXIMUM command. And, of course, limits you imposed in
previous messages sent to the server have no effect on subsequent messages which
you might send.

Both line count and byte size limits can be simultaneously imposed. For
instance, the two commands:

MAXI MUM BYTES 10000
MAXI MUM LI NES 1000

Will result in messages larger than either 10,000 bytes or 1,000 lines being
automatically fragmented into smaller messages, each containing fewer than
10,000 bytes and 1,000 lines.

See the SEND command description for further information on the usage of
this command.

ERROR MESSAGES
%VAI LSERV- W | VKEYW unr ecogni zed keyword - check validity and spelling

You specified an unknown unit specification. Resend the command specifying a legal
value for the size-units parameter.

%VAI LSERV- W NUMBER, invalid nuneric value - supply an integer

An invalid numeric value was supplied for the size-value parameter. Resend the
command specifying a positive integer value.

%Al LSERV- W PCSI TI VE, invalid nunmeric value - supply a positive integer

An invalid numeric value was supplied for the size-value parameter. Resend the
command specifying a positive integer value.

%VAI LSERV- W I NSFPRM i ssi ng conmmand par aneters

You failed to specify one or both of the required parameters. Resend the command
specifying both the size-units and size-value parameters.
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MODE

Set the file reading mode.

SYNTAX MODE mode

PARAMETERS
mode
Required parameter specifying the file reading mode in which files are to be
accessed. There are four supported modes: TEXT, BLOCK, RECORD, and
RECORD-ATTRIBUTE.

DESCRIPTION

Under OpenVMS, files can be read (accessed) in a variety of ways. The MODE
command controls the method used to read the files the mail server returns. Note
that default modes apply automatically to various sorts of files; this command
provides a way to override these defaults.

The possible values for mode are:

TEXT Read files as ordinary text files. In TEXT mode, files are read as a
sequence of records and sent as ordinary text. TEXT mode is the
default for files when no other mode has bee